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WHEN COSTA RICA WAS HIT by a massive ransomware attack 
in April 2022, paralyzing exports and exposing gigabytes of 
sensitive information online, it was a warning sign for the 

entire region. Latin America and the Caribbean is the world’s least-pre-
pared area for cyberattacks, according to an index compiled by an arm 
of the United Nations.

This is partly the result of a positive trend: Much of life moved online 
following the pandemic, and Latin America and the Caribbean has seen 
considerable innovation in areas like fi ntech and e-commerce. But that 
transformation has not been matched by eff orts and investments to keep 
digital systems safe, writes AQ’s managing editor Cecilia Tornaghi, in our 
cover story.  “Latin America’s entrepreneurial and innovative spirit does 
not come with a concern for security,” Louise Marie Hurel, founder of the 
Latin American Cybersecurity Research Network, told us. 

Experts say having a plan is key, and so is education. According to an 
IBM study, 95% of all cyberbreaches start from human error. A phishing 
expedition that gets one single person to click on a funny video or too-
good-to-be-true off er is all that’s needed to install malware that spreads 
within a system. And try they will: By one account, Latin American and 
Caribbean companies suff er 1,600 cyberattacks per second. Many times, a 
breach will stay undetected until the ransomware begins, or data appears 
for sale on the dark web, as happened to Argentina’s entire population, or 
residents of Medellín after a public services company, EPM, was hacked.

While cybersecurity is a global problem, in Latin America lagging leg-
islation and a lack of awareness often leaves the issue solely in the hands 
of tech experts. But IT teams cannot solve problems when investments 
aren’t made. Digital security is a structural problem that needs to be 
tackled from the C-suites and presidential palaces. In short, leadership 
is needed.

CYBERSECURITY
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A Hacker’s 
Paradise
Latin America’s love story with gadgets
and technology has a hidden cost
becoming more visible by the day: 
vulnerability to cyberattacks.

AQ0323_LEAD_LAY03_KODI.indd   3AQ0323_LEAD_LAY03_KODI.indd   3 6/30/23   1:17 PM6/30/23   1:17 PM



4   Americas Quarterly • ISSUE 3, 2023    

Hacked
Latin America’s fast adoption of new technologies combined with meager attention to  

digital security leaves the region among the most vulnerable on the planet.
Our special report on cybersecurity starts on page 18.

 18 Paradise Hacked 
The recent attack in Costa Rica is  
a wake-up call for Latin America. 
By Cecilia Tornaghi

28 Cooperation on Cyberthreats
A look at how governments and  
companies could work across borders  
to shore up their defenses 
By Randy Pestana

32 How Vulnerable Is Latin America?
The region’s “digital surface” in numbers 
By Emilie Sweigart and Jack Quinn

36 Leadership Wanted
Digital security must be  
tackled from the top. 
By Susan Segal

ANTI-CORRUPTION

38 The 2023 Capacity to 
 Combat Corruption Index

Assessing Latin America’s ability to  
detect, punish and prevent corruption

40 A Tough Year for Anti-Corruption
Efforts to combat graft are facing  
a more difficult environment.
By Geert Aalbers, Brian Winter  
and Emilie Sweigart 

NON FEATURE

44 Cuban Entrepreneurship
The U.S. could help the island’s businesses. 
By John McIntire

46 The AQ Profile
Human rights lawyer Malene Alleyne’s  
fight for climate justice 
By Nick Burns

PHOTO ESSAY

 52 Vanilla: A Tasty Orchid
Photographs by Mauricio Palos

DEPARTMENTS

 3 From the Editor

 5 Contributors

 6 Our Readers

 8 The Big Picture

 16 Heard on the AQ Podcast

 17 AQ Q&A
Invisible Commutes looks at 
urban workers’ plight with 
public transportation. 
By Luiza Franco

 70 The Long View
The Monroe Doctrine turns 200, 
leaving a legacy of confusion. 
By Britta Crandall and  
Russell Crandall

 78 One Year Later
How have supply chains in Latin 
America fared in the last year? 
By Shannon O’Neil

 92 Latin America at a Glance

CULTURA

 80 Havana sounds, history through 
textiles in Panama, and more
81 Books

84 Film

86 Music

88 Visual Arts

COVER: MATTEO COLOMBO/GETTY

CONTENTS  •  VOLUME 17  •  ISSUE 3

AQ0323_TOC_LAY13_REVISION_KODI.indd   4AQ0323_TOC_LAY13_REVISION_KODI.indd   4 7/5/23   12:19 PM7/5/23   12:19 PM



4   Americas Quarterly • ISSUE 3, 2023    

Hacked
Latin America’s fast adoption of new technologies combined with meager attention to  

digital security leaves the region among the most vulnerable on the planet.
Our special report on cybersecurity starts on page 18.

 18 Paradise Hacked 
The recent attack in Costa Rica is  
a wake-up call for Latin America. 
By Cecilia Tornaghi

28 Cooperation on Cyberthreats
A look at how governments and  
companies could work across borders  
to shore up their defenses 
By Randy Pestana

32 How Vulnerable Is Latin America?
The region’s “digital surface” in numbers 
By Emilie Sweigart and Jack Quinn

36 Leadership Wanted
Digital security must be  
tackled from the top. 
By Susan Segal

ANTI-CORRUPTION

38 The 2023 Capacity to 
 Combat Corruption Index

Assessing Latin America’s ability to  
detect, punish and prevent corruption

40 A Tough Year for Anti-Corruption
Efforts to combat graft are facing  
a more difficult environment.
By Geert Aalbers, Brian Winter  
and Emilie Sweigart 

NON FEATURE

44 Cuban Entrepreneurship
The U.S. could help the island’s businesses. 
By John McIntire

46 The AQ Profile
Human rights lawyer Malene Alleyne’s  
fight for climate justice 
By Nick Burns

PHOTO ESSAY

 52 Vanilla: A Tasty Orchid
Photographs by Mauricio Palos

DEPARTMENTS

 3 From the Editor

 5 Contributors

 6 Our Readers

 8 The Big Picture

 16 Heard on the AQ Podcast

 17 AQ Q&A
Invisible Commutes looks at 
urban workers’ plight with 
public transportation. 
By Luiza Franco

 70 The Long View
The Monroe Doctrine turns 200, 
leaving a legacy of confusion. 
By Britta Crandall and  
Russell Crandall

 78 One Year Later
How have supply chains in Latin 
America fared in the last year? 
By Shannon O’Neil

 92 Latin America at a Glance

CULTURA

 80 Havana sounds, history through 
textiles in Panama, and more
81 Books

84 Film

86 Music

88 Visual Arts

COVER: MATTEO COLOMBO/GETTY

CONTENTS  •  VOLUME 17  •  ISSUE 3

AQ0323_TOC_LAY13_REVISION_KODI.indd   4AQ0323_TOC_LAY13_REVISION_KODI.indd   4 7/5/23   12:19 PM7/5/23   12:19 PM

ISSUE 3, 2023 • Americas Quarterly   5PHOTOS COURTESY OF THE AUTHORS

CONTRIBUTORS IN THIS ISSUE 

Cecilia Tornaghi

Tornaghi is AQ’s managing editor. Originally from Brazil, she has 
covered politics, business and economics in Latin America for 25 years. 
Tornaghi’s career experience includes television, radio, web and print. 
Prior to journalism, she ran a theater company in Brazil.

Mauricio Palos

Palos is an author and farmer based in northeast Mexico whose  
work has been featured in The Guardian, Terra Mater, Bloomberg and 
Pie de Página. His first book is My Perro Rano, Chronicles of Central 
America (Editorial RM, 2010).

Britta Crandall

Crandall is a professor of the practice of political economy at Davidson 
College. She is a co-author of Our Hemisphere? (Yale University Press, 
2021) and author of Hemispheric Giants: The Misunderstood History of 
U.S.-Brazilian Relations (Rowman and Littlefield, 2011).

Randy Pestana

Pestana is associate director for cybersecurity policy at Florida 
International University’s Jack D. Gordon Institute for Public Policy.  
He oversees the institute’s international cybersecurity capacity 
building efforts in Latin America, the Caribbean and the Balkans.

Russell Crandall 

Crandall is a professor of Latin American studies at Davidson College. 
He is a co-author of Our Hemisphere? and author of the forthcoming 
book Forging Latin America: Profiles in Power and Ideas, 1492 to Today 
(Rowman and Littlefield).

AQ0323_CONTRIBS_LAY09_KODI.indd   5AQ0323_CONTRIBS_LAY09_KODI.indd   5 6/26/23   2:03 PM6/26/23   2:03 PM



Tell us what you think. Please send letters to Brian@as-coa.org

OUR READERS

Alexandra Winkler 
@awinklerosorio #MustRead article from 
@RyanBergPhD : “If there’s one thing chavismo 
has proven, it is that elections do not equal 
democracy.” via @AmerQuarterly

Juan Nagel 
@juannagel Terrifi c piece by @BrazilBrian, 
picking up on the disturbing popularity 
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@siempreinexorab La idea de que la disolución 
del Congreso traerá estabilidad a Ecuador es 
una fantasía peligrosa: “una que muestra cuán 
desconectado se ha vuelto Lasso de su propia 
sociedad”, argumenta Will Freeman en Americas 
Quarterly. @AmerQuarterly 

Robert Carlson 
@bocarlson1 Ecuador’s slow-moving political 
crisis hasn’t received as much attention as 
that of Peru, but it could prove to be just as 
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@FARO_org explain what to expect in 
@AmerQuarterly .

David Smilde 
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@amerquarterly : “Any bargaining process 
among opposition elites is unlikely to occur 
unless they feel pressure—and urgency—to do 
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Anna Claudia G. R. de Souza 
@annacgaida Leitura excelente. O tabuleiro 
das relações exteriores sendo movimentado 
dia após dia para reestabelecer a posição de 
infl uência do Brasil na América Latina.

Juan Pappier
@JuanPappierHRW “If corruption was the 
big issue that turned Latin American politics 
upside down in the 2010s, violent crime may 
play the same role in the 2020s in many 
countries.” Great piece by @BrazilBrian 
in @AmerQuarterly
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Silvia Juárez packs ash from the Popocatépetl volcano into jars in the 
town of Atlixco in Puebla, Mexico. Her store, La Pasadita, was the first to 
sell ash souvenirs from the volcano, which began erupting in 1994 after 
lying dormant for 70 years. In May, local schools were shut and Mexico 
City airports were closed after a plume of ash rose more than 30,000 feet.
PHOTO BY LUIS BARRON/EYEPIX GROUP/FUTURE PUBLISHING VIA GETTY

THE BIG
 PICTURE
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THE BIG
 PICTURE

Cyclists create an image of a giant bicycle in Bogotá, Colombia, on June 4. Bogotá has 
the largest network of bike lanes in Latin America, stretching over 350 miles. To fight 
the spread of COVID-19, in 2020 the city added 52 miles of bike lanes running parallel 
to bus routes, a policy later adopted by other cities. Every Sunday, in a tradition that 
dates to the 1970s, the city closes over 75 miles of roads to traffic, allowing cyclists to 
take them over. PHOTO BY JUANCHO TORRES/ANADOLU AGENCY VIA GETTY
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Cyclists create an image of a giant bicycle in Bogotá, Colombia, on June 4. Bogotá has 
the largest network of bike lanes in Latin America, stretching over 350 miles. To fight 
the spread of COVID-19, in 2020 the city added 52 miles of bike lanes running parallel 
to bus routes, a policy later adopted by other cities. Every Sunday, in a tradition that 
dates to the 1970s, the city closes over 75 miles of roads to traffic, allowing cyclists to 
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Guatemalan journalist Jose Rubén Zamora returns to prison on May 30, after a hearing in 
his trial in Guatemala City on money laundering charges. He denies wrongdoing. He was the 
director of the newspaper elPeriódico, known for its investigative reporting on government 
corruption and organized crime. On June 14, Zamora was sentenced to six years in prison 
in what is widely seen as an example of political persecution that forced the paper to shut 
down on May 15 after more than 25 years. PHOTO BY JOHAN ORDONEZ/AFP VIA GETTY
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Demonstrators protest outside the former National Congress building in Santiago, 
Chile, on June 7, the day the new Constitutional Council met for the first time. The 
Council, which has a conservative majority, is tasked with delivering a new proposal 
for the country’s constitution by November. The new draft constitution will need to 
be approved by plebiscite in December, after voters rejected the previous version.
PHOTO BY JAVIER TORRES/AFP VIA GETTY
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“For some countries [investment in clean energy] is a 
huge opportunity because it is about expanding energy 
generation and transmission. … It is not only about 
an ideal or a value, it also has to be a mindset about 
economic development.”

—Luisa Palacios, senior research scholar at Columbia University’s 
Center on Global Energy Policy

“The solution the political class gave was, ‘We’re going to 
write a new constitution and that will be a magic pill to 
solve all the problems Chile has.’ That failed, and we are 
now in the same place as before.”

—Patricio Navia, professor of liberal studies at NYU and professor of 
political science at Diego Portales University in Chile 

“When you get to the deepest part of Venezuela, most 
people are sick and tired of politics. Surviving over the 
past 15 years has been so hard for the majority of this 
country, not only fi nancially, but even psychologically.”

—Ana Vanessa Herrero, reporter for The Washington Post
based in Caracas, Venezuela
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AQ: Why focus on domestic worker commutes?
VMR: In Latin America, many high-income neighbor-
hoods are designed for cars, and affluent residential 
areas are where these women work. These neigh-
borhoods should be connected to public transporta-
tion as well as have good pedestrian infrastructure.

Cost is also a factor. In Lima, I met a woman whose 
commute costs 36% of her income. Only Buenos Aires 
has a specific policy reducing the price of transpor-
tation for domestic workers. That could be imple-
mented across the region.

AQ: How does Invisible Commutes (IC) work?
VMR: Currently it is a podcast and a website where 
we share stories of domestic workers’ commutes 
across Latin America. In the first season we heard 
their testimonies; in the second season, they offered 
suggestions for solutions, which is very important 
because authorities never ask them what they need. 
In the third season they comment on specific infra-
structure projects that might affect them. I also give 
talks and presentations to policymakers at every op-
portunity. We’d like to do a documentary, but we still 
don’t have enough money.

AQ: What prompted you to create IC?
VMR: A workshop on cities and the rule of law made 

me think of Belén García, who used to work at my 
house in Bogotá. She would tell us how early she’d 
wake up to get to work. It dawned on me that it was 
likely a problem for most domestic workers, and it 
became my Ph.D. thesis. I was in the U.S. at the time, 
where things are different—there are fewer domes-
tic workers, and many people have cars. But as Latin 
Americans, we know that commuting is a huge prob-
lem for workers. Belén no longer works in my house, 
but we are together in this project. 

Franco is an editor and podcast producer at AQ 

THIS INTERVIEW HAS BEEN EDITED FOR CLARITY AND LENGTH

COURTESY OF INVISIBLE COMMUTES/DANIEL GÓMEZ RESTREPO

Q&A 

Women represent 58% of Bogotá’s public transport users, and many of them
are domestic workers who travel for hours to jobs in upscale neighborhoods.
Valentina Montoya Robledo’s Invisible Commutes was created as a 
platform to share their stories—and help city planners and policymakers 
all around Latin America rethink public transportation. 

Valentina 
Montoya Robledo
Founder of Invisible Commutes
by Luiza Franco

IC collaborator Belén García on her way to work
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A recent attack in Costa Rica shows why 
the region is so vulnerable on cybersecurity. 
What can be done? 
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 On April 17, 2022, Jorge Mora was cel-
ebrating Easter Sunday at home with 
his family when a message came 

across his phone: An international monitor was warn-
ing of a cyber breach at Costa Rica’s finance ministry.

Mora was the country’s top official in charge of dig-
ital governance within the Ministry of Technology, but 
had only three weeks left on the job. A new govern-
ment had been elected, promising to do away with the 
old, and not much dialogue was happening between 
incoming and outgoing administrations. On top of 
that, all government funds had already been allocated 
and disbursed. There was no budget left for anything.

“I told my family: ‘Bear with me, I have to go, and 
I could be busy for a few days,’” Mora recalled. “Lit-
tle did I know, I would barely see them for the next 
three weeks.”

Costa Rica had been breached by the Russian hacker 
group Conti, which was already known to cyberse-
curity specialists as the largest ransomware collec-
tive then in operation, having extracted some $180 
million from its targets in 2021. Using compromised 
credentials, they were able to install malware on one 
device within the Finance Ministry network, and that 
was enough to spread the infection. The attacker ex-
tracted hundreds of thousands of gigabytes of infor-
mation about Costa Ricans, publishing a sample on 
the dark web. They encrypted the ministry’s systems, 
making it virtually impossible for the government to 
process payments or collect taxes, and freezing the 
customs agency. To release their hold on the minis-
try’s system and not publish the rest of the stolen data, 
the group was demanding $10 million.

Then-President Carlos Alvarado, just three weeks 
away from leaving office, refused to pay—and the 
ransomware onslaught continued. The hackers were 
vocal, using a blog to push their demands: “The gov-
ernment doesn’t want to admit that they can’t get 
their data back, and asked for help from the U.S. Well, 
we are changing our methods, and will start attack-
ing Costa Rica’s large companies. They will have to 

pay us.” For seven consecutive days, one institution 
after another had its systems hijacked and shut down. 
Costa Ricans’ personal information from the tax office 
were released online, wages for public servants were 
in jeopardy, pensions that were to be paid that week 
were unavailable, and customs processes had to go 
back to paper. Even the meteorology service was im-
pacted. “We were five people on my team, so we took 
turns sleeping four-hour shifts,” Mora told AQ.

Costa Rica might have been more prepared than 
many countries. As part of its candidacy to join the 
OECD, the country had adhered to that organization’s 
exacting internet policy recommendations back in 
2012, though the budget to start implementing de-
fenses only materialized in 2017. Yet the breach of an 
entire government by a hacking group was unprece-
dented, a new development experts had not yet seen, 
or expected. “We were also coming from spending 
cuts in all areas to balance the budget,” said Mora. 
Between 2019 and 2021, the country had held two cy-
berattack exercises with international support. Mora 
credits those tests as vital when it came to deciding 
how to respond. The country also had cooperation 
agreements that translated into fast support from 
Spain, U.S. and Israel, as well as from Cisco and Mi-
crosoft. The donated systems and loaned personnel 
filled the hole the government couldn’t dream of ad-
dressing by itself with only days left in office.

By the Monday after the attack started, “We were 
able to start detecting breaches early, and start to 
contain the damage,” said Mora. But two weeks later, 
Mora—and everyone else involved in the effort—
was out of office, without anyone to pass the baton to. 

“The only meeting we had with the incoming team was 
the Friday before inauguration,” said Mora. On Sun-
day, May 8, Rodrigo Chaves took the sash as president 
of Costa Rica, and the next day the country became 
the very first nation to declare a state of emergency 
due to a cyberattack. Chaves said the country was at 
war—well, the attacker did threaten to overthrow 
the government, warning that the country was just a 

CYBERSECURITY
PARADISE HACKED

PREVIOUS SPREAD: MATTEO COLOMBO/GETTY
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“Cybersecurity is a political, 
cultural and business issue.”

—Jorge Mora, Costa Rica’s former director of digital governance

EZEQUIEL BECERRA/AFP/GETTY
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demo attack. For Mora, the decree meant the emer-
gency forces that took charge did so without training 
or knowledge in cybersecurity. The attacks contin-
ued, with Conti doubling the ransom to $20 million 
and telling Costa Ricans to pressure the government 
to pay. In June 2022 Costa Rica’s health care system 
suff ered a new attack by another hacker, leading to 
the cancellation of some 30,000 medical procedures, 
while tax collection was still impaired and most public 
employees were back to using pen and paper.

Costa Rica never paid the ransom. Russia’s inva-
sion of Ukraine, which Conti supported, splintered the 
group, leading to its demise. But as the hacker said 
in the message, Costa Rica did become a demo—or 
rather, a lesson for the rest of the region. “The attack 
on Costa Rica has increased awareness also outside,” 
said Helmut Reisinger, who oversees Latin America 
at Palo Alto Networks. And with lack of awareness at 
the highest levels of leadership as a major vulnerable 
spot in the region, heeding that lesson may be urgent.

“Cybersecurity is a political, cultural, and business 
issue,” said Mora. Not an IT problem.

Why do we lag?

Un􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗􀍗 have yet 
to gain much traction. Latin America is the 
least prepared region in the world for cyber-

attacks, according to the latest edition of the Global 
Cybersecurity Index, compiled by the UN’s Interna-
tional Telecommunication Union. According to the 
index and other studies, the region trails even Africa 
and South Asia when it comes to areas such as build-
ing capacity and implementing legal measures that 
are necessary to bolster defenses. Meanwhile, Latin 
America is an especially attractive target for hack-
ers and other digital criminals: The region suff ered 
about 12% of global cyberattacks observed by iBM’s 
X-Force, even though it accounts for just 8% of the 
world’s population.

The problem results partly from a positive trend: 
Latin America has digitized at a rapid pace in recent 
years. The pandemic put on steroids the movement 
to automation that was already happening in both the 
public and private sectors. The region has some of the 
world’s highest rates of smartphone and social me-
dia use, and e-commerce, online banking and other 

The hacking group used their blog to issue demands, threaten its 
targets in Costa Rica and support Russia’s invasion of Ukraine. 

“...you have no other options but to pay us, 
    we know that you have hired a data recovery specialist, 
    don’t try to fi nd workarounds...”

BLEEPINGCOMPUTER.COM
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sectors are booming. But the clear talent for adopt-
ing new technology has outpaced the region’s cyber- 
defenses, experts say.

“Latin America’s entrepreneurial and innovative 
spirit does not come with a concern for security,” said 
Louise Marie Hurel, a fellow at the Royal United Ser-
vices Institute and founder of the Latin American Cy-
bersecurity Research Network. “It isn’t a political 
priority and, with few exceptions, the region lacks 
the necessary cybersecurity infrastructure,” she said.

In 2020, only 12 states in the region had a national 
cybersecurity strategy, considered a first step to or-
ganize a country’s response and defense. Though that 
number has increased to 20 nations in 2023, imple-
mentation is still a challenge. As one cybersecurity 
analyst put it, “There have been so many PowerPoint 
presentations, but so little action.” In 2020, only 10 
countries in the region had a dedicated government 
entity to take charge of cybersecurity, while the gap 
in skilled workers is estimated at 600,000 profes-
sionals (and of the existing force, women make up 
only about a quarter, adding a diversity gap to the al-
ready weak scenario). That void has been felt in the 
escalation of attacks.

Experts estimate that Latin America experiences 
some 1,600 attacks per second. According to Interpol, 
the region set a global record in cyberattacks in the 
first half of 2020, with three times more attacks via 
mobile browsers than the world average. And while 
hackers will target virtually anything, the list of re-
cent attacks on governments and public institutions 
is especially alarming.

The Brazilian court system suffered 13 consecutive 
attacks between 2020 and 2022, paralyzing services, 
postponing people’s cases, and risking the destruction 
of evidence. The Finance Secretary of Rio de Janeiro 
could not collect any taxes, while citizens in need of 
documents had to make requests in person after the 
office was breached in 2022. In Quito, the municipal 
government had to suspend services to the popula-

tion in April 2022 to deal with a ransomware attack. 
The year before, Argentines found all their personal 
data and documents for sale on the dark web af-
ter a hacker infiltrated the country’s registry office,  
rEnApEr, in October. The attacker even published 
soccer star Lionel Messi’s identity card on Twitter. 
The previous year, the country’s largest internet pro-
vider, Telecom Argentina, had to scramble to bring its 
systems back in July 2020 after an attacker demand-
ing $7.5 million in ransom infected 18,000 worksta-
tions. This was just one of more than 1,500 attacks 
reported in the country that year, up 60% from the 
previous year—and the projection is for Argentina to 
reach a record number of attacks in 2023.

The Peruvian intelligence service was hit by Conti 
at almost the same time as Costa Rica, with scarce 
information provided on that breach. High profile 
attacks on Mexico’s defense ministry, SEDEnA, by ac-
tivist group Guacamaya, leaked thousands of classi-
fied documents and private emails, including about 
the health of Mexico’s president. The hacktivist group 
also breached military networks and mining compa-
nies in Colombia, Guatemala and Chile. Mexican oil 
company Pemex had its payment systems impacted 
by a breach in 2019, which the company said was con-
tained in time and denied that any critical infrastruc-
ture had been impacted, but questions remain as to 
what actually happened.

Automate first, protect later

W hilE pinpOinting the geographic source 
of high-profile cyberattacks in Latin 
America can be difficult, they generally 

come from all over the world, including Russia and 
China and, increasingly, from within the region it-
self. Brazil and Venezuela are routinely cited as two 
hotbeds of hacker activity. Yet despite the onslaught 
of attacks from home and abroad, too many deci-
sion-makers in both the public and private sector still 
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see cyberspace as a tech issue, something IT teams 
are taking care of—instead of a structural compo-
nent that needs to be tackled from C-suites and pres-
idential palaces.

“Government leaders must work with their leg-
islative bodies, involving the private sector and the 
technical community on appropriating resources to 
cybersecurity,” said Belisario Contreras, who man-
aged the cybersecurity program at the Organization 
of America States (OAS) and today is senior director 
in charge of security and technology strategies at the 
law fi rm Venable.

The wake-up call usually happens after systems 
are down and blackmailing has begun. Matias Dib, 
co-founder and chief product offi  cer at Hackmetrix, 
a Chilean cybersecurity startup, says the breach at 
Banco de Chile in 2018—when $10 million was sto-

len from the bank—was a catalyst for the country to 
develop its cybersecurity. Still, Dib says to this day he 
meets clients who have no concept of cybersecurity. 

“Most companies come to us after they are breached,” 
said Adalberto García, a cybersecurity specialist at 
Control Risks in Colombia. “One client even had the 
security features included on the technology they had 
purchased; they just didn’t think of turning those on.”

Knowing more about the threats could help im-
prove awareness. But without any laws requiring 
victims to report cyberbreaches, companies and in-
stitutions often try to stay mum, to protect their rep-
utations. “Some companies prefer to pay the ransom 
and get it over with, without risking their reputation,” 
García said. The target may get their systems back—
if, as García says, the hacker is “trustworthy,” since 
there is no guarantee the attacker will honor their 

“...If you DON’T WANT your sensitive data to be 
    PUBLISHED you have to act quickly...”

This note was left by the hacker that targeted Empresas Públicas de Medellín, a Colombian conglomerate, in 2022.

BLEEPINGCOMPUTER.COM
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word—and avoid a reputational and legal headache. 
But if no one knows the kind of attack suffered, no 
one linked to the original target will be able to pro-
tect themselves. “Cyberspace is interconnected like a 
network of roads, and everyone riding in that digital 
highway could be impacted,” said Dib. And the code 
of silence is often useless; hackers themselves go on-
line to boast or shame the company, or just leak the 
information acquired. “Double or triple extortion is 
often the case,” said Hurel.

When Colombian conglomerate Empresas Públicas 
de Medellín (EpM) suffered a ransomware attack in 
December 2022, the company shared very little infor-
mation. “EpM said only customer data was impacted, 
but they were sending water trucks to neighbor-
hoods that had no service, and many areas were in 
the dark, without energy, for an extended period of 
time,” said Camilo García, editor of the blog Mucho-
Hacker.lol. Other Colombian targets were attacked 
almost at the same time as the EpM breach, raising 
questions about possible coordination among hackers. 
Health care provider Keralty had its subsidiaries’ sys-
tems taken offline, leaving patients and medical per-
sonnel alike unable to get or give care, while clients’ 
personal information was being leaked to the dark 
web. For Camilo García, because companies have no 
obligation to report breaches, Colombia has become 
a sandbox for hackers. “Every hacker group is here, 
trying all sorts of different attacks, rehearsing for 
larger targets,” he said.

“That lack of reporting requirements is one of Latin 
America’s weakest points,” said Dib, of Hackmetrix. “It 
is up to governments to make reporting necessary.”

Digital surface

D uring thE pAnDEMiC, even Brazil’s noto-
riously paper-loving cartórios, or notaries, 
developed a video-conference system to 

validate official documents remotely. But that push 
to digitize sensitive information represents obvi-
ous risks as well. “Latin America has a lot of criti- *****

1
Include cybersecurity at the 

start of any project. List digital 
protections together with all 

initial estimates, such as return 
on investment, production or 

development costs.

􀛨􀛨

2
Train everybody. With 95% of cyber 

breaches resulting from human 
error, awareness is key. Make 

training and awareness programs 
available, and mandatory, 

to everyone with access to 
your network, from building 

maintenance to sales, C-suite, 
directors and vendors. Training can 
prevent that funny cat video from 
embedding a piece of malware and 

infecting an entire organization.

􀣔􀣔

4
Digital security is just like 

physical security. It needs to 
be a concern for all members 

of an organization, as well as in 
households. Everyone can practice 
some basic protective measures, 

such as having a back-up of all 
data and secure passwords.

4

3
Make a communication channel 

available. Every person with access 
to an organization’s network 

needs to know where and how 
to report any potential breach 

or suspicious activity. Every 
suspicious email or activity must 

be reported as soon as possible to 
stop further breaches. 

3

4 STEPS FOR BETTER 
CYBER HYGIENE

EVEN WITHOUT THE LATEST TECHNOLOGIES, THESE 
BASIC RULES CAN HELP PROTECT ORGANIZATIONS
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cal infrastructure, from OpEC members, pipelines, 
to fi nancial institutions operating at multinational 
scale,” said Reisinger. The digital expansion is mov-
ing faster than the availability of talent to make those 
systems secure—and that’s not just a problem for 
Latin America. In a poll by the World Economic Forum, 
59% of global companies said they had a skill short-
age within their teams to be able to respond to a cy-
bersecurity breach.

Given the shortage of talent, in many Latin Ameri-
can countries the job of shoring up cyberdefenses has 
fallen to the military. In Brazil, security forces and the 
military cyberdefense command became the spine of 
the country’s digital security governance. “Sometimes 
making it a defense issue is the best way to fi nd the 
budget allocation for cybersecurity,” Hurel said. Still, 
Brazil is by far the most attacked country in the re-

gion, and is among the top 10 globally, according to 
data shared by Palo Alto Networks. “Brazilian orga-
nizations, as a whole, seem to be less aware and edu-
cated about cyber best practices and risks, and what 
to do in case of an attack,” Reisinger told AQ.

Not all hackers are in it for the money. The activist 
group Guacamaya that leaked dozens of terabytes of 
stolen data on a mining project in Guatemala and the 
Mexican and Chilean militaries, say they are defend-
ing nature and fi ghting oppression, neocolonialism 
and the extractivist model in the region. Their main 
goal is to make the information public. “I reached out 
and they just sent me multiple terabytes, I can barely 
scratch the surface,” said García, the Colombian blog-
ger. Reisinger says geopolitical events are a major in-
fl uence on many cyber-actors’ choice of targets, be it 
state-sponsored actors or hacktivists.

“...I see all of the data in the national identity 
    document (DNI) of any person in Argentina...”

The entire population of Argetina had their personal identity cards for sale on the dark 
web after a hack in 2021. The hacker tweeted Lionel Messi’s ID as a sample.

THERECORD.MEDIA/ARGENTINA/ARGENTINA-DB
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Some hackers seem set on undermining democracy. 
The digital manipulation of information has been an 
ongoing challenge for governments and electoral pro-
cesses, but direct attacks are also a threat. The Brazil-
ian electoral court suffered several attacks during the 
regional elections of 2020, directed at the vote count-
ing system. The court said the hackers were only able 
to delay the count, but that was already enough to 
leave Brazilians, who are used to knowing election 
results within minutes of polls closing, deeply suspi-
cious of the system.

It can be managed

A S OvErwhElMing AS the challenges may 
seem, the good news is that the solutions 
are fairly clear. “Despite our best efforts,  

cyberattacks will persist, just as we remain exposed 
to street crime. The key lies in devising strategies to 
minimize these risks,” said Contreras. They will in-
volve political will, technology, resources, personnel, 
and above all awareness that digital systems and cy-
ber networks are public avenues.

Experts agree that a national policy is essential, 
but after designing and approving a cybersecurity 
strategy, implementing it can become a challenge. 

“Moving from strategy to implementation is key,” said  
Kerry-Ann Barret, manager of the Cybersecurity Pro-
gram at the OAS. “We encourage a dedicated budget 
line on national budgets, just like every budget has a 
line on national defense,” she said.

A clear path for law enforcement to investigate and 
curb impunity would go a long way to increase pro-
tection. “We have the technology, now we need polit-
ical will to direct resources to law enforcement cyber 
teams,” said Elvis Secco, Brazil’s Federal Police attaché 
at the country’s embassy in Mexico. Companies and 
public institutions alike need to have clear channels 
of communication with authorities, with reporting 
requirements to facilitate investigations and prevent 
the spread of infections. Compliance regulations come 
in handy to entice people and organizations to act.

Barret also highlighted the need to prepare the re-
gion’s diplomats, given the crucial role of multilateral 
organizations and international fora in addressing 
the challenge cooperatively. “The threat will almost 
inevitably increase, but more than alarm, we need 
an acceptance of reality,” Barret told AQ, “so we stop 
putting band-aids on and institutionalize the digital 
skills we need.”

The OAS has been pushing member states to work 
together, offering training and technical resources. 
But when it comes to collaboration, one expert said 
the region faces one more major hurdle: trust, espe-
cially between the private sector and governments. 
For several industries, there is the added challenge 
of cooperating without colluding in a way that could 
violate anti-trust laws, but creative solutions are 
possible. As a favorite early target of cyber criminals, 
Latin America’s financial industry is seen by analysts 
as a segment that cooperates effectively to stave off 
threats. “The banking sector was able to find ways to 
share security information,” Hurel said.

And all experts heard by AQ agree that the very first 
line of defense is rather simple: Basic training at ev-
ery level of any organization, and even households, 
is critical. According to an iBM study, human error is 
the main cause of 95% of cyber breaches. “Phishing is 
the number one reason companies get invaded,” said 
Control Risk’s García, “and once a person does click 
on an infected message, institutions seldom provide 
internal channels for them to report it.” Knowing the 
risk and raising the alarm can prevent a simple fum-
ble from becoming a major disaster.

Indeed, after the 2022 crisis erupted in Costa Rica, 
Mora found out that the initial breach at the finance 
ministry had been spotted two days before he got the 
message from the international monitor. “They thought 
they could take care of it internally, that it wasn’t a big 
deal,” said Mora. Better communication, and a better 
awareness of the cybersecurity threat Latin America 
faces, would be an excellent place to start. 

Tornaghi is the managing editor of  AQ
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I N FEBRUARY, Jamaican authorities revealed a cyberattack 
had targeted the prime minister’s offi  ce. While this incident 
did not cause the severe government disruption experienced 

in places like Argentina or Costa Rica in 2022, it did prompt Ja-
maica to seek international assistance in strengthening its cyber 
defenses. Initial dialogues with the United States and multilat-
eral organizations resulted in a $10 million investment through 
grants and loans from the U.S. Agency for International Develop-
ment (USAID) and the Inter-American Development Bank (IDB). In 
addition, Jamaica’s government dedicated an internal investment 
of J$20 million ($130,000) to bolster its cybersecurity capabilities.

This event shows the growing need for international collabo-
ration in bolstering cybersecurity defenses in Latin America and 
the Caribbean (LAC). It also illustrates how the United States is ac-
tively working to present itself as a partner of choice in the cyber 
realm, which is a relatively new and increasingly active front in 
its escalating competition with China for infl uence in the region. 

Cybersecurity is a new battleground 
for the U.S.-China competition 
in Latin America and the Caribbean.

BY RANDY PESTANA
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While the U.S. is making strides, there is much more 
it and LAC countries can do together to improve de-
fenses against the emerging cyber threat.

A range of available tools

L ATIN AMERICA AND THE CARIBBEAN present 
a particularly appealing landscape for cyber 
criminals. A scarcity of resources, underdevel-

oped policy and regulatory mechanisms, and largely 
antiquated digital infrastructure have together cul-
tivated an environment where cybercrime thrives.

Surprisingly, only half of the LAC countries have 
established a cybersecurity strategy, with even fewer 
implementing cybersecurity-related legislation. Ex-
isting criminal codes that acknowledge cybercrime 
often merely give a nod to the illegality of breach-
ing government systems. Furthermore, countries 
inconsistently pinpoint vital infrastructure systems 
needing protection, struggling with both personnel 
and fi nancial constraints. These challenges are com-
pounded by legacy systems with inherent vulnerabil-
ities and outdated protective software. To highlight 
the importance of this digital transformation, a re-
cent report funded by Google estimated that the right 
investments could help boost exports of six LAC coun-
tries to $140 billion annually by 2030. The report em-
phasized that current digital exports would quadruple 
with investments in building more resilient digital in-
frastructure, bridging the digital skills gaps, promot-
ing digital security and trust among businesses and 
consumers, and implementing trade facilitation mea-
sures and policies.

This situation is a signifi cant concern for the U.S., 
which has a vested interest in fostering LAC’s digi-
tal safety. Simply put, a prosperous and secure LAC
strengthens the Americas as a whole. In the context of 
the great power competition with China, democratic 
countries may be inclined to look to the U.S. for help 
given its broader range of cybersecurity investments, 
but many also face a delicate dilemma: Should they 
wait for Washington’s support to come through for 
large ticket items such as information and commu-
nication technologies (ICTs) and infrastructure devel-
opment—or should they take the fl urry of resources 

provided in the short term by China?
Indeed, from the Chinese perspective, the ICT sec-

tor has emerged as a primary area of investment 
to challenge U.S. influence in LAC. Chinese compa-
nies, such as Huawei, have made signifi cant invest-
ments in deploying 4G and 5G networks across the 
region, with notable projects in Brazil, Chile, and 
Mexico. For instance, in Brazil, the Huawei ICT Acad-
emy Program has gained traction, with more than 
90 universities and educational institutions joining 
and approximately 36,000 students trained since 
2013. This foothold has enabled Beĳ ing to further ex-
pand its presence in cloud computing, digital trans-
formation, and e-commerce, particularly focusing on 
data-heavy investments. One of the major concerns 
expressed by the U.S. relates to China’s Data Security 
Law, which governs the “collection, storage, use, pro-
cessing, transmission, provision, and disclosure” of 
data within China. These concerns primarily revolve 
around how Chinese companies handle this data and 
the potential for user data, regardless of its coun-
try of origin, to come under the control of the Chi-
nese government.

Considering these realities, the U.S. has an added 
incentive to invest in digital infrastructure protec-
tion for partner countries so they are not drawn into 
exploitative agreements with Beijing. The U.S. ac-
knowledged this in its recently released National 
Cybersecurity Strategy. The strategy repeatedly em-
phasizes the need to bolster partner nations against 
cyber criminals and adversarial nations like China 
and Russia. Correspondingly, the strategy’s fi fth pillar, 
appropriately titled “Forg[ing] International Partner-
ships to Pursue Shared Goals,” focuses on enhanc-
ing countries’ resistance to cyber threats. This eff ort 
involves leveraging existing international alliances, 
fortifying digital resilience—particularly for criti-
cal infrastructure systems—and ensuring the secu-
rity, reliability and integrity of global supply chains.

To fortify their resilience against cyber threats, LAC
countries can leverage existing international initia-
tives. Currently, nine LAC nations are members of the 
Budapest Convention, while fi ve more are observers. 
Although not fl awless, this convention refl ects states’ 
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dedication to global norms and collaboration in tack-
ling cybercrime. In 2017, member nations signed the 
Organization of American States’ (OAS) Inter-Amer-
ican Committee Against Terrorism Resolution 1/17, 
establishing a Working Group on Cooperation and 
Confi dence-Building Measures in Cyberspace. This 
resolution signifi es regional governments’ collective 
commitment to reducing the risks of misperception, 
escalation and confl ict arising from the utilization of 
ICTs. These commitments signal robust political will 
over the past decade, underscoring cybersecurity as 
an area of shared interest.

Globally, democratic-leaning countries largely 
agree on the need for international cooperation 
around cybersecurity. The 2013 Seoul Framework for 
and Commitment to Open and Secure Cyberspace con-
tinuously highlights the necessity for collective action 
against ICT threats. The 2015 Hague Declaration of the 
Global Forum on Cyber Expertise (GFCE) emphasized 
cooperation among governments and the importance 
of involving the private sector, the technical commu-
nity, civil society and academia in capacity-building 
efforts. More recently, in November 2022, the first 
committee of the United Nations General Assembly 
passed a resolution on the Program of Action (PoA) 
on Cybersecurity. This PoA aims to guide state behav-
ior regarding ICT usage in international security con-
texts. All LAC countries except Nicaragua supported 
this eff ort. The PoA is expected to provide action-ori-
ented discussion following the end of the mandate of 
the UN Open-Ended Working Group (OEWG) in 2025, 
becoming a permanent mechanism for discussing ex-
isting ICT threats, supporting national capacities, and 
fostering engagement and cooperation.

These and other initiatives have motivated global 
leaders to advocate for coalition-based eff orts to sup-
port the region. For instance, after conducting a se-
ries of national assessments globally in 2017, Interpol 
launched training activities and public awareness cam-
paigns to investigate cybercrime. Funded by Global Af-
fairs Canada, the European Union and the Council of 
Europe, these endeavors aimed to enhance regional co-
operation among 35 LAC nations. Training courses in-

cluded digital forensics, open-source intelligence and 
dark web investigations, among others. In 2018, the 
United Kingdom sponsored the Commonwealth Cyber 
Security Incident Response Team Workshops to im-
prove information sharing and incident response strat-
egies. This program in partnership with Singapore has 
since expanded to include training, mentoring, and 
peer-to-peer learning across the Commonwealth na-
tions—11 of which are in the Caribbean.

Washington’s possible role

D ESPITE CHINA’S RECENT EXPANSION in 
Latin America and the Caribbean, the U.S. 
maintains substantial historical, cultural and 

economic ties, and is still seen by many as the preferred 
partner in the region. This relationship is particularly 
salient in the realm of cybersecurity, where mutual in-
terests align among hemispheric partners.

The U.S. boasts state-of-the-art infrastructure 
and houses the most cybersecurity companies glob-
ally. It engages closely with the private sector to 
safeguard critical infrastructure and has an organi-
zational structure conducive to bolstering capacity 
across the region. Furthermore, several U.S.-based 
or -supported entities, including the OAS, the IDB
and Inter-American Defense Board, play crucial roles 
in enhancing the region’s resilience against cyberat-
tacks. Additionally, the U.S.’s capacity to rally interna-
tional partners like Canada and the United Kingdom 
remains unparalleled, as seen in USAID’s Critical In-
frastructure Digitalization and Resilience eff ort in the 
Western Balkans.

A prime illustration of the U.S.’s ability to assist re-
gional partners is its response to the Conti ransom-
ware attack on Costa Rica in April 2022. This attack 
incapacitated the ministries of fi nance, labor and so-
cial security, prompting Costa Rican President Ro-
drigo Chaves Robles to declare a national emergency 
and mobilize national resources to restore the af-
fected ministries. The U.S. promptly extended sup-
port, including announcing a reward of up to $10 
million for information leading to the identifi cation 
and location of key individuals in the Conti ransom-
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dedication to global norms and collaboration in tack-
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ware transnational crime group. An additional $5 mil-
lion was off ered for information resulting in an arrest 
or conviction. More recently, in March 2023, the U.S. 
committed $25 million in cybersecurity assistance to 
help Costa Rica fortify its digital infrastructure. This 
gesture followed a $50 million aid package to Albania 
in response to a similar, albeit Iranian-linked, ran-
somware attack.

On the U.S. side, there are a range of cost-eff ective, 
high-impact measures that would make it easier to 
help its LAC partners.

First, there is a need to streamline information-
sharing mechanisms. Currently, the U.S. is restrained 
in its ability to provide real-time information during 
cyberattacks due to the so-called NOFORN (Not Re-
leasable to Foreign Nationals) restrictions on intel-
ligence sharing. These limitations curtail sharing of 
often open-source information with friendly nations, 
instead forcing reliance on private sector entities for 
immediate support or resulting in delayed responses 
during time-sensitive cyberattacks. This illustrates a 
broader over-classifi cation issue within the U.S., but 
addressing specifi c constraints on entities like the Cy-
bersecurity Infrastructure and Security Agency could 
signifi cantly enhance emergency support capacities.

International cooperation can also provide le-
gal and regulatory help. Not only sharing successful 
models and best practices, but also deploying legal 
experts to the region to off er counsel, can have an 
important impact.

U.S. investments in helping educate and train mil-
itary personnel on cyber issues have been well re-
ceived throughout the hemisphere. However, funding 
for these eff orts has remained largely unchanged, in-
creasing only marginally from $13.1 million in 2020 to 

$13.9 million in 2022. For the U.S. Department of De-
fense, this nominal increase falls short, particularly 
in the face of rising Chinese security investments. The 
silver lining is that other players, such as Canada, Is-
rael, and the United Kingdom, have stepped up their 
investments either directly or through partner insti-
tutions like the OAS. Investing in the human element, 
both from a cybersecurity workforce and citizenry 
awareness perspective, is always valuable to ensure 
earned goodwill.

A critical moment

A S OUR WORLD BECOMES more digitally in-
terwoven, the signifi cance of international 
collaboration in backing developing nations 

becomes paramount in countering cyber threats 
and opportunistic entities in cyberspace. The United 
States and leading democratic countries should help 
maintain a strong focus on digital resilience among its 
regional partners. This approach not only equips LAC
with robust defenses that catalyze economic prosper-
ity, but also solidifi es the U.S.’s standing as the part-
ner of choice in this vital domain of security, thereby 
reinforcing regional stability. While LAC countries 
are making commendable strides in internal invest-
ment, the support from the U.S. and the larger inter-
national community can serve as a critical catalyst in 
their journey toward achieving digital resilience. 

Pestana is associate director for cybersecurity 
policy at Florida International University’s Jack 
D. Gordon Institute for Public Policy. He oversees 
the institute’s international cybersecurity capacity 
building eff orts in Latin America and the Caribbean 
and the Balkans.

The United States and leading democratic countries 
should help maintain a strong focus on digital 
resilience among its regional partners.
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Latin America scores the lowest 
among world regions in commitment
to cybersecurity measures.to cybersecurity measures.

 Europe  82.52

 Arab States  53.05

 Asia-Pacifi c  48.92

Americas (including U.S. & Canada)  37.57

 Africa  35.12

Latin America & the Caribbean*  33.85

AVERAGE SCORE

REGIONAL AVERAGES BASED ON 2020 ITU GLOBAL CYBERSECURITY INDEX

When Costa Rica declared a state of emergency in April 2022 to protect itself 
from a massive cyberattack, security experts saw a wake-up call. This could 

become a trend: ransom attacks on nations with high levels of digital adoption 
but low levels of preparedness. Latin America fi ts this description perfectly 
and so is uniquely vulnerable to cyberattacks. AQ tracks key indicators on 

cybersecurity investment and readiness to fi ght these attacks.

by Emilie Sweigart and Jack Quinn

LATIN AMERICA’S 
CYBER OPPORTUNITY—

AND VULNERABILITY

Note: Index measures the types of cybersecurity commitments countries have made and how widely they’ve 
been implemented. Source: International Telecommunication Union Global Cybersecurity Index (2020) 

* calculated excluding U.S. and Canada scores.
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 North America  91.5%

 Europe & Central Asia  83.9%

 Middle East & North Africa  77.8%

Latin America & the Caribbean  73.7%

 East Asia & Pacifi c  69.2%

 World  59.9%

 South Asia  38.6%

 Sub-Saharan Africa  30.0%

The region is very online… 

Source: International Telecommunication 
Union (via World Bank) (2020)

 Paraguay  73.7%

 Uruguay  73.4%

 Costa Rica  71.9%

 Chile  71.4%

 Argentina  71.1%

 Dominican Republic  68.2%

 Brazil  67.0%

 Mexico  66.4%

 Ecuador  62.0%

 Panama  60.2%

 Peru  57.7%

 Colombia  56.0%

 Bolivia  45.6%

 Guatemala  43.7%

Source: Newzoo (2023) 

SHARE OF POPULATION USING SMARTPHONES

SHARE OF POPULATION USING INTERNET  

In several 
countries, 
over 70% of 
people use 
smartphones.
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CYBERATTACK BY SECTOR

Note: LAC private sector
Source: IBM X-Force Threat Intelligence Index (2023)

20% 28%

28%24%

Retail - 
Wholesale

Finance & 
Insurance Others

Energy

…and governments and services 
    are increasingly digitized. 

Note: Survey measures e-government effectiveness in 
the delivery of public services. Source: United Nations 
E-Government Survey (2022) 
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LEVELS OF E-GOVERNMENT

Source: United Nations E-Government 
Survey (2022)

THE AMERICAS’ AVERAGE E-GOVERNMENT SCORES 

This connectivity opens 
multiple fronts for innovation, 
but also vulnerabilities. 

The Americas’ levels 
of e-government are 
comparable to Asia but 
lag behind Europe.

but also vulnerabilities. 
CYBERATTACK ATTEMPTS

Note: Attacks 
reported to 
FortiGuard in 2022 
Source: FortiGuard 
Labs

Brazil 
103 billion

Colombia
20 billionMexico 

187 billion

Other Countries 
35 billion

Peru
15 billion
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The ecosystem keeps evolving… 

…and artifi cial intelligence is  
     moving the goalposts.

Source: Chainalysis (2022)

CRYPTO TRANSACTION VOLUME, JULY 2021 TO JUNE 2022

CRYPTOCURRENCY RECEIVED, VALUE IN BILLIONS OF DOLLARS

 Brazil  $142.7 

 Argentina  $92.7 

 Mexico  $58.5 

 Colombia  $42.2 

 Honduras  $38.0 

 Venezuela  $37.4 

 Chile  $28.6 

 Peru  $20.1 

 Ecuador  $15.7 

 Dominican Republic  $12.1 

 Panama  $9.8 

 Costa Rica  $9.6 

 Uruguay  $6.4 

 Bolivia  $6.3 

 El Salvador  $5.7 

 Guatemala  $4.8 

 Paraguay  $4.1 

Latin America 
was an early 
adopter of 
cryptocurrencies.

70%

50%

30%

10%

Source: McKinsey (2022)

AI ADOPTION BY REGION
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CYBERSECURITY

Susan Segal is the CEO 
of Americas Society/
Council of the Americas 

Technology and digital access have empowered and democra-
tized Latin America and the world. They have made us more efficient 
and clearly more productive. For Latin America, as in all developing 

countries, digital access and skills are critical to growth and development.
But they also created many challenges.
In the reports nations share with the International Telecommunications 

Union’s Global Cyber Security Index, 28 countries in the region have provided 
no incentives to improve private cybersecurity and 17 countries lack a na-
tional cybersecurity strategy to address critical infrastructure. The index 
reflects the enormous regional disparity: While Brazil is the best-ranked 
country in the region, at 18 globally, Honduras is at the tail end, at 178 of 193 
countries.

There is no easy fix, but it is clear that Latin American countries must deal 
with the cybersecurity threat from both a strategic and practical perspec-
tive, starting at the highest level. To paraphrase Harvard Kennedy School 
professor Bruce Schneier, a hacker will follow the rules of a system—only 
to subvert them. The challenge requires a proactive and cooperative ap-
proach, with countries working together.

Even if there were enthusiasm across the region, progress could be chal-
lenging given the different levels of development, infrastructure, and ex-
perience. But addressing the issue becomes ever more important as Latin 
America continues to digitize, while data becomes so much more central in 
our everyday lives. If there is not sufficient protection around data, it will 
not only tempt incremental cybercrime but erode public confidence, which 
is key to the future.

Cybersecurity and data protection must be on the leaders’ and ministe-
rial agenda if the issue is to be addressed appropriately in an acceptable 
time frame. 

Leadership 
Wanted
Digital security must be tackled from the top.

by Susan Segal
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I N JUNE, Americas Society/Council of the Ameri-
cas and Control Risks published the fi fth edition 
of the CCC Index. Rather than measuring per-

ceived levels of corruption, the CCC Index evaluates 
and ranks countries based on how eff ectively they 
can combat corruption. The index covers 15 coun-
tries, which together represent 96% of Latin Amer-
ica’s GDP. Countries with a higher score are deemed 
more likely to see corrupt actors prosecuted and 
punished. Continued impunity is more likely in coun-
tries at the lower end of the scale.

The 2023 Capacity to 
Combat Corruption 

(CCC) Index 
Assessing Latin America’s ability to

detect, punish and prevent corruption

Overall Ranking

Uruguay 6.99Chile 6.67

Costa Rica 6.76

Peru 5.53

Argentina 5.07

Brazil 4.83

Colombia 4.78
Ecuador 4.68

Dominican Republic 5.42Mexico 3.87

Paraguay 4.61

Guatemala 2.86

Bolivia 2.56

Venezuela 1.46
Panama 5.39
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11     Paraguay 4.61

13     Guatemala 2.86

15     Venezuela 1.46

10     Ecuador 4.68

12     Mexico 3.87

14     Bolivia 2.56
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I T WAS A YEAR OF SETBACKS for anti-corruption eff orts, and 
almost no one was immune.

That’s the clear conclusion of the fifth annual edition of 
the Capacity to Combat Corruption (CCC) Index, published on June 
27. Rather than measuring perceived levels of corruption as other 
studies do, the CCC Index evaluates and ranks 15 Latin American 
countries based on their ability to detect, punish and prevent cor-
ruption. In this year’s iteration, jointly published by Control Risks 
and the Americas Society/Council of the Americas (which publishes 
AQ), scores fell in 10 of those 15 countries, leading to a decline in the 
regional average score for the fi rst time since 2020. Setbacks were 
seen among countries that did relatively well in the index, such as 
Uruguay, Chile and Costa Rica, as well as those which scored at the 
bottom, including Guatemala and Venezuela.

It’s important to note that these declines were generally not dra-
matic compared to 2022, refl ecting a general erosion in the anti-
corruption space rather than a sudden collapse. But the underly-
ing reasons are still cause for concern. Democracies are under clear 
duress throughout much of Latin America, as they are throughout 
much of the Western world. Independent institutions, the key to ef-
fectively fi ghting corruption, are facing increased political pressure 
in several of the countries we surveyed.

Examples abound. In Guatemala, the past year saw the imprison-
ment of Jose Rubén Zamora, a prominent journalist who reported 
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A Tough Year for 
Anti-Corruption
This year’s CCC Index highlights
a more diffi cult environment for
efforts to combat graft.

by Geert Aalbers, Brian Winter and Emilie Sweigart

CAPACITY TO COMBAT CORRUPTION INDEX
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and the Americas Society/Council of the Americas (which publishes 
AQ), scores fell in 10 of those 15 countries, leading to a decline in the 
regional average score for the fi rst time since 2020. Setbacks were 
seen among countries that did relatively well in the index, such as 
Uruguay, Chile and Costa Rica, as well as those which scored at the 
bottom, including Guatemala and Venezuela.

It’s important to note that these declines were generally not dra-
matic compared to 2022, refl ecting a general erosion in the anti-
corruption space rather than a sudden collapse. But the underly-
ing reasons are still cause for concern. Democracies are under clear 
duress throughout much of Latin America, as they are throughout 
much of the Western world. Independent institutions, the key to ef-
fectively fi ghting corruption, are facing increased political pressure 
in several of the countries we surveyed.

Examples abound. In Guatemala, the past year saw the imprison-
ment of Jose Rubén Zamora, a prominent journalist who reported 
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on corruption issues, in what many international 
observers saw as an attempt to silence voices crit-
ical of the government. Dozens of independent 
judges and prosecutors have fled that country as 
a result of what they see as similar persecution. 
In Mexico, President Andrés Manuel López Obra-
dor clashed with the Supreme 
Court, tried to cut resources for 
the independent election regu-
lator and regularly singled out 
corruption-fighting journalists 
and members of civil society for 
strong criticism.

In some countries, the story 
was more about how competing 
priorities for governments, me-
dia and civil society appeared 
to take attention and resources 
away from anti-corruption ef-
forts. In Chile, challenges such 
as violent crime and immigra-
tion have become major public 
policy priorities, displacing other challenges. In one 
recent poll, Chileans ranked corruption as the 10th 
most pressing problem their country faces, down 
from the fourth position just two years prior. Uru-
guay once again finished at the top of this year’s CCC 
Index, but saw its score decline due in part to what 
some observers have described as insufficient fund-
ing for its main anti-corruption agency. The net re-
sult is an anti-corruption environment that is less 
active and mobilized than in years past.

It would be incorrect to say that corruption has 
entirely disappeared from the public radar in Latin 
America. In our index, nearly 70% of anti-corrup-
tion experts we surveyed agreed that corruption 
remains a “top concern for most people” in their 
country. Peru’s score in the index remained resil-
ient as authorities continued to undertake major 
corruption investigations despite political turmoil, 

including the impeachment of former President Pe-
dro Castillo. A similar story unfolded in Ecuador de-
spite political uncertainty there. Some polls suggest 
that corruption is the top concern of Mexican vot-
ers heading into 2024 presidential elections. Bra-
zil’s overall score recovered marginally, breaking 

three years of declines during the 
presidency of Jair Bolsonaro, who 
was perceived to undermine judi-
cial independence. It remains un-
clear how the new government of 
President Luiz Inácio Lula da Silva 
will fare on anti-corruption issues.

The CCC Index draws on pub-
licly available data as well as 
a proprietary survey that asks 
in-region experts to assess a vari-
ety of factors, including the inde-
pendence of courts, the strength 
of democratic institutions and 
the freedom of investigative jour-
nalists. Its goal is not to shame or 

single out countries, but to foster a policy-driven 
discussion, helping governments, civil society and 
the private sector identify—through data and a ro-
bust methodology—areas of success and deficien-
cies to be addressed.

In that spirit, there is no real secret to fighting cor-
ruption. We know that an independent judiciary and 
other healthy democratic institutions are the keys to 
combating graft in the long term. It’s the implemen-
tation, of course, that often proves challenging. But 
in this era of declining faith in democracies, not just 
in Latin America but elsewhere, the challenge of im-
proving governance in both the public and private 
spheres remains as important as ever.   

Aalbers is a partner at Control Risks. 
Winter is the editor-in-chief of AQ. 
Sweigart is an editor at AQ.
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 The number of people fleeing Cuba in the past two years has been 
truly astonishing. Some 350,000 Cubans have attempted to enter 
the United States since October 2021, according to U.S. government 

data, a number equivalent to about 3% of the island’s population, and that 
surely understates the actual figure.

A closer look at who is leaving paints an even bleaker picture. A majority 
of migrants are working-age adults, and the majority of them had worked 
in Cuba’s private sector, according to recently released estimates from the 
Cuban government. The state sector’s share of total employment rose from 
69.6% to 72.3% from 2020 to 2022, since 84% of the decline in the labor force 
was from the private sector; this represents a reversal of the trend during 
the prior decade. Put another way: Cuba lost almost 5% of its labor force in 
two years, and 13% of some of its most productive citizens.

Cuba’s private sector has struggled for a variety of reasons, especially 
the restrictive policies of the Cuban government. But a Biden administra-
tion package of regulations that could strengthen the Cuban private sector 
remains stalled in Washington, which seems like a lost opportunity to ad-
dress a major factor pushing people to migrate to the United States. Here is 
the current situation and one (hopeful) scenario:

In May 2022 the Biden administration announced a series of measures to 
support the Cuban private sector, including expanding the access of Cuban en-

The Upside of 
Helping Cuba’s 
Private Sector
The United States could help strengthen

Cuban businesses, and slow migration
flows in the process.

 by John McIntire
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trepreneurs to cloud technologies, e-commerce and 
electronic payment platforms. There were also men-
tions of microfinancing and training resources. None 
of the measures have been implemented to date, re-
portedly due to legal issues in the U.S.—specifically, 
difficulties in carving out commercial exceptions for 
private actors without running afoul of blanket re-
strictions under the Helms-Burton Act of 1996. 

The administration’s initiatives came nearly a year 
after the Cuban government allowed for the incorpo-
ration of private businesses on the island. Until then, 
approximately half a million private businesses in 
Cuba operated under licenses to engage in specific 
activities, but they had no legal status, which largely 
limited their ability to contract with the larger state 
sector and to create ownership wealth for their 
founders and workers. 

The new companies are generally referred to as 
MIPYMES (the Spanish acronym for micro, small and 
medium businesses). Their legal structure, called so-
ciedades de responsabilidad limitada, or SRLs, in the 
Spanish acronym, are similar in concept to limited li-
ability companies (LLCs) in the United States and in-
clude socios or members who are owners. 

The SRLS can employ between three and 100 em-
ployees and can operate in any sector except for 124 
excluded activities specified by the Cuban govern-
ment (including defense/security, media, health, 
education and many professional services). Ap-
proximately 8,000 SRLS have been established, em-
ploying well over 100,000 people. In certain sectors 
such as logistics (especially the importation of con-
sumer goods) and software development, there are 
SRLS with several million dollars in revenues, taking 
market share from inefficient and unprofitable state 
entities. In terms of the absolute numbers of SRLS, 
many are in the tourism sector, which has been de-
pressed due to COVID-19 and other factors during the 
last several years, but is now gradually recovering.

An example of the scale that the SRLS are achiev-
ing is their importing of $167 million in products 

during the first four months of 2023, according to 
official Cuban government data. (They cannot im-
port directly without a state entity in the middle, 
but it has become routine to pay a small commis-
sion for this service.) 

Notwithstanding the promising start for the 
MIPYMES, they will need more time and, impor-
tantly, access to capital, to have a major impact on 
private sector employment and emigration. The eco-
nomic forces driving Cuban emigration of private 
sector workers during the last two years—scarcity 
of inputs, currency distortions, lack of capital, high 
taxes — have dominated individual decision-mak-
ing. The new MIPYMES are a real emerging force, but 
the overall economic environment has been so dis-
mal that it did not meaningfully impact emigration 
during this period.

That could change, if there were a fortuitous 
(though unlikely, in the near term) combination of 
developments: if the Biden administration package 
of private sector measures is implemented, and if 
there is further relaxation of rules on the Cuban side, 
in particular allowing U.S. investors to invest in the 
MIPYMES (currently, members of SRLS must be Cu-
ban nationals resident in Cuba). Whereas most U.S 
investors would not consider Cuba under any cir-
cumstances, members of the diaspora who trust the 
founders of an SRL have a different risk appetite, and 
some may have a philanthropic motivation as well.

Considering what the Cuban government has 
offered the Russian business sector in the last 
month—land leases for 30 years, hard currency 
profit repatriation, certain import tariff exemp-
tions—asking the Cubans to allow foreign invest-
ment into the MIPYME sector may not be far-fetched. 
Greater capital formation in Cuba would not only 
raise living standards generally, it could also en-
tice some of its more productive citizens to stay. 

McIntire is chairman of the Cuba Emprende 
Foundation and a director of the Cuba Study Group
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Malene Alleyne at 
the United Nations 
Headquarters, where 
she attended a session 
of the Permanent 
Forum on People of 
African Descent in June
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An Advocate 
for the 
Caribbean
Jamaican human rights lawyer 
Malene Alleyne is using new 
legal avenues to push for action 
on climate change and more.

by Nick Burns
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M alene alleyne finds that at 
regional and international meet-
ings, it can be difficult for Ca-
ribbean voices to be fully heard. 
Sometimes literally: At a biodi-

versity conference in Argentina in April, the Jamai-
can human rights lawyer began to speak, only to 
have a moderator intervene, reminding an uncom-
prehending, largely Spanish-speaking audience to 
put on their headsets. At another recent conference, 
there was no translation to Haitian Creole, leaving 
part of the audience unable to fully understand the 
debate.

Through her work at her not-for-profit organi-
zation, Freedom Imaginaries, that’s one of many 
things Alleyne is trying to change. “The experience 
of racialized communities is marginal” in major in-
ternational gatherings, she said. “The issue of inclu-
sion continues.”

Alleyne, 41, is part of a generation of advocates 
across Latin America and the Caribbean who are 
pushing for dramatically faster change, and a more 
grassroots approach, on issues ranging from climate 
change to racial justice. As this generation moves 
into leadership positions in governments and mul-
tilateral organizations, many see an opportunity to 
remake their countries to become less dependent on 
extractive industries and more in tune with the in-
terests of marginalized communities.

A graduate of Harvard Law School, Alleyne is, 
among other initiatives, using human rights law to 
bring cases on behalf of local communities damaged 
by industries including mining and oil. For example, 
last November, she won a resolution from the In-
ter-American Commission on Human Rights (IACHR) 
requesting that the Jamaican government take action 
to protect peasant groups affected by bauxite mining 
operations in the north of the country.

That generated some controversy in a country 
where bauxite and its derivatives account for more 
than a third of exports. But the Caribbean is also one 
of the regions at greatest risk from rising seas and 

the other impacts of climate change, leading to a 
growing political debate.

Resource extraction “in most cases benefits Global 
North countries and consumers, as well as local po-
litical elites who are often in collusion with transna-
tional corporations,” Alleyne told AQ. “As inevitable 
as this model of development seems to be, it’s fuel-
ing the climate crisis, which for some countries in 
the Caribbean is an existential threat.”

That’s another reason why representation is so 
important at conferences and in courts around the 
region, she said. “If [people on the frontlines] could 
be empowered to claim rights to defend their lives 
and livelihood, to participate in environmental deci-
sion-making that typically excludes them … I assume 
that they can advance real change and real reforms.”

The Caribbean on the world stage

W Hen AQ tAlked to Alleyne, in New 
York for a meeting of the UN Permanent 
Forum on People of African Descent, at 

the top of her mind was the issue of representation 
of the peoples—and marginalized groups—of the 
Caribbean in international fora.

Alleyne’s is a critique that comes from years of ex-
perience inside what she calls the mainstream world 
of human rights—including stints at the IACHR and 
the UN Refugee Agency.

Though some smaller countries in the region find 
that maintaining a delegation in New York or Geneva 
is a prohibitive expense, the nations of the Caribbean 
have generally good representation in international 
fora, said Juan Salgado, a researcher at the World 
Justice Project.

But for a poor person in the Caribbean, “it’s vir-
tually impossible” to make a successful rights claim 
in international judicial venues, Salgado told AQ. “In 
theory, they do have access … however, you need 
some leverage and the education and resources.”

Alleyne said that she is encouraged by the recep-
tion that her ideas have gotten in some international 

THE AQ PROFILE
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venues—for example, at a conference under the 
auspices of the Escazú Agreement, an international 
environmental treaty signed by two dozen Latin 
American and Caribbean nations.

“At the end I said, ‘This venue is great but … peo-
ple of African descent are not represented.’ I thought 
that was very well received.” Not only was she in-
vited back, but an Indigenous woman approached 
her afterward to give her a blessing. “She saw some-
one who spoke directly to groups that feel marginal-
ized,” said Alleyne.

Alleyne’s goals aren’t limited to a seat at the table. 
Freedom Imaginaries’ website says it aims to use 
human rights law to “tackle legacies of slavery and 
colonialism,” “promote reparations and accountabil-
ity, [and help construct a] truly post-colonial world” 
where the rights of nature and of marginalized 
groups are respected. Alleyne wants to see the Carib-
bean escape the resource-dependent system she sees 
as contributing to the continuation of racialized in-
equalities that began under slavery and colonialism.

Some Caribbean leaders are already taking up the 
climate cause in a novel way. The most prominent 
example may be Barbadian Prime Minister Mia Mot-
tley, who led a drive to create an instrument at the 
International Monetary Fund to finance climate ad-
aptation for small island nations. Her Bridgetown 
Initiative, unveiled at COP27 in Egypt, entailed a 
proposal to “substantially tweak the global financial 
architecture” to make more money available to coun-
tries on the frontlines of the climate crisis.

Mottley has also called for reparations to Barba-

dos, both on the grounds of a “development deficit” 
resulting from legacies of slavery, but also on the 
grounds of climate justice.

Alleyne called Mottley “one of the most visionary” 
leaders in the Caribbean. “The insistence from de-
veloping countries to have this discourse on loss and 
damage finance is extremely important.”

But, Alleyne added: “Reparations will not be trans-
formative if the discussion stops there, especially 
if the governments that are claiming these [funds]  
haven’t put in place accountability and transparency 
structures to ensure that any funds received on the 
basis of climate reparations are distributed equally 
so that frontline communities benefit.”

A Jamaican test case

A lleyne’s ReCent AdvoCACy on behalf of 
peasant communities in the northern St. Ann 
region affected by bauxite mining provided a 

test for her approach.
After years of advocacy by environmental groups 

in Jamaica, in March 2022 Prime Minister Andrew 
Holness designated the Cockpit Country Protected 
Area, shielding some 78,000 hectares of land from 
extractive activity. The area is known both for its 
surviving rainforest and for its rich history—shel-
tering, from the 17th century onward, communities 
of escaped slaves known as maroons who continue 
to enjoy a degree of political autonomy.

But the designation of the protected area did not 
satisfy environmental advocates, who point out that 

“As inevitable as this model of development
seems to be, it’s fueling the climate crisis,
which for some countries in the Caribbean
 is an existential threat.”
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mining can still take place very close to the dwell-
ings of peasant communities who live outside the 
protected area.

“We considered the definition of Cockpit Country to 
be much broader than what was defined by the gov-
ernment,” said Theresa Moodie, CEO of the Jamaica 
Environment Trust. “We have been proposing [that] 
we add a buffer zone.”

In June 2022, Alleyne submitted to the IACHR a 
request for precautionary measures on behalf of 
peasant communities affected by mining in St. Ann’s 
parish, requesting the organization require Jamaica 
to “take the necessary measures to protect the rights 
to life, personal integrity, and health of the Afro-de-
scendant persons identified as beneficiaries in the 
St. Ann region.”

Moodie discussed Alleyne’s close work with local 
communities ahead of the request: “She was learning 
about the industry and the kind of impact it was hav-
ing [by] speaking to people and learning from them.”

Last November, the IAHCR granted the request, 
“after considering that they are in a serious and ur-
gent situation that poses a risk of irreparable harm 
to their rights in Jamaica.” In January, in a separate 
judgment, Jamaica’s Supreme Court granted a tem-
porary injunction on bauxite mining in parts of St. 
Ann’s and Trelawny parishes.

The decision did not please everyone. In the 
Gleaner, Jamaica’s paper of record, an article by 
Lance Neita, a consultant who works in the bauxite 
industry, warned of harm to a mining industry that 
buoys Jamaica’s economy and supplies it with jobs 
and foreign reserves. Neita quoted a Jamaican folk 
saying, “Back no know him a wear shut until shut 
drop off,” whose meaning is roughly equivalent to, 

“You don’t know what you’ve got until it’s gone.”
Jamaica is the world’s seventh-largest bauxite 

producer; exports increased over 20% between 2021 

and 2022. Aluminum oxide, a derivative of bauxite, 
accounted for 36% of Jamaica’s exports as of 2020.

But the cost-benefit logic isn’t so simple. “When 
we look at things like agriculture, which is being im-
pacted by mining [yet] employs more people … I just 
don’t believe it’s a strong enough argument,” said 
Moodie.

Alleyne also points to ties between extractive in-
dustries and the climate crisis. Because of its lo-
cation and the nature of its island countries, the 
Caribbean is more vulnerable than other regions to  
extreme weather and natural disasters. “In large and 
wealthy countries with strong safety nets, localized 
natural disasters can be absorbed,” writes the econ-
omist Adam Tooze. “For the smaller states of Cen-
tral America and Caribbean such shocks can easily 
become all-consuming.” Hurricane Dorian, which hit 
the Bahamas in 2021, inflicted damage totaling ap-
proximately 25% of the country’s GDP—one of the 
highest in the Caribbean—in just three days.

Alleyne sees her work as a contribution toward 
imagining a future where Caribbean societies are 
free from the unequal social and environmental toll 
of extractive industries. What would that look like, 
economically? It’s an issue the Caribbean is already 
grappling with today, as nations like Trinidad and 
Tobago, historically reliant on hydrocarbons, see 
their production drop.

“It’s not a problem that can be solved in a conver-
sation or even in one generation of activism,” Al-
leyne said. “There needs to be a cross-movement, 
cross-disciplinary community discourse on alterna-
tive models. … What we can do from one generation 
to the next is build a pathway so maybe future gen-
erations can benefit from a different world in which 
people can live better.” 

Burns is an editor at AQ
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A popular fl avor that was unseated by synthetic options, 
Mexican vanilla is gaining favor once again. 

THE FLAVOR IS MILD, the color is muted, and 
its name has become synonymous with plain. 
But Vanilla planifolia, the orchid endemic to 

Mexico, is full of history, a plant domesticated by pre-
Hispanic cultures from the Totonacapan region in the 
Gulf of Mexico. 

Today, synthetic vanilla flavoring, including petro-
chemical derivatives, dominates the market. Only 2% 
of vanilla flavoring sold worldwide comes from orchids. 
And, despite being its cradle and home to the only known 
natural pollinators, Mexico produces less than 8% of the 
natural vanilla used in recipes around the globe.

But in Huasteca Potosina, the native region of the or-
chid, local communities are staging a comeback, pro-
ducing natural vanilla and exporting north.
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Many farmers choose to 
pollinate vanilla orchids 
manually using a needle 
or toothpick to ensure 
their production will be 
commercially viable.
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Farmer Bardomiano Hernández Hernández, 
leader of the trio La Danza del Cascabelito 
(Dance of the Little Bell), blesses the 
community’s water well at the onset of the 
rainy season. The ritual is performed on 
Saint John’s Day, recognizing the region’s 
patron saint of agriculture.

José Domingo Hernández Medina, 
right, also part of the trio, plays the 
Nahuatl harp during a ceremony to 

bless the waters. The rainy season is 
the best time to sow the vanilla orchid. 
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A TASTY ORCHID
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Sugey Morales and her sister-
in-law Lizeth Díaz set out 
vanilla pods to dry. Demand 
for natural ingredients 
keeps growing. In 10 years, 
producers in San Luis Potosí 
saw prices jump from $5 a 
pound to close to $80. 
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Dried vanilla pods are also used 
in crafts. The main producers in 
San Luis Potosí are the Tének and 
Nahuatl Indigenous communities, 
who maintain their ancestral 
relationship with nature through 
cultural practices. 
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Farmer and trader Luis 
Morales likes to sculpt 
crosses and scorpions 
out of dried vanilla.
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“Everything I plant in my 
land matters, but maybe 

the most important 
is  the vanilla because 

it brings us a little money.”
—MARÍA CRISTINA SÁNCHEZ, 60, 

FARMER AND HEALER
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María Cristina Sánchez 
learned vanilla farming from 
the Totonacos Indigenous 
community in Veracruz in 
2006. She started her own 
production in 2009, mixing 
vanilla orchids with medicinal 
herbs and other crops. 

A TASTY ORCHID
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Besides being a farmer, Sánchez is a 
healer sought after by her community.
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Sánchez likes to 
keep vanilla in the 
house, which she says 
welcomes her visitors 
with a nice aroma.
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Luis Morales, 72, and his family 
enjoy a sunset after visiting a vanilla 
producer in the community of 
Ahuehueyo, San Luis Potosí. After 
learning about vanilla from the 
Totonacos in 2006, Morales realized 
the orchids had been on his family’s 
land since he was a child. 

A TASTY ORCHID
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“When I was a boy I asked  
my grandfather what that vine 

was for. He told me he kept 
it because it made the coffee 

plantation smell nice.”
—luis morales
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Morales holds workshops teaching 
pollination and vanilla farming. 

Although the area is the orchid’s 
original habitat, commercial cultivation 

there is very recent. “I like it, but 
because it generates income, it is more 
expensive than all the products I know 

here in the region,” Morales told AQ.

Luis Morales Jr. weighs green vanilla 
beans from a local producer. The 
family has also become a bridge 
between local producers and buyers 
across Mexico and abroad.
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A worker scoops some 
vanilla ice cream at a parlor 
in an upscale neighborhood 
in Monterrey, Nuevo León. 
Gourmet chefs and food 
producers are the main 
clients for the farmers in 
Huasteca Potosina. 
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THE LONG VIEW

The Never-
Ending Life 

of the Monroe 
Doctrine

The infamous U.S. policy turns 200 
this year. Initially hailed by Latin 
American leaders, its chief legacy 

today is one of confusion.

by Britta Crandall and Russell Crandall

A 1912 painting by Clyde De Land depicting the birth of the Monroe 
Doctrine in 1823. The doctrine inaugurated the U.S.’s often 

proprietary relationship with Latin America.
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THE YEAR WAS 1823 and the newly indepen-
dent Latin American republics were under 
threat. Despite winning diplomatic recog-

nition from the United States, they were not yet safe 
from possible reconquest by their former European 
masters. This risk was more than theoretical: the 
Spanish monarchy was stronger than ever, buoyed 
by the Holy Alliance of Russia, Prussia and Austria—
which helped it stomp out a short-lived constitu-
tional government in Spain in 1823.

The U.S. was worried about Europe, too. Russia 
was laying claim to Oregon. If the czar and the Holy 
Alliance could make gains in the New World, the 
United States could say goodbye to its territorial am-
bitions for the Pacifi c Coast, and Latin America could 
once again fall under the control of imperial Spain—
or even predatory France.

At this point, Britain stepped in to make an of-
fer. As a constitutional monarchy, Great Britain had 
little patience for the absolutism of the Holy Alli-
ance. Even though the British had recently torched 
the White House during the War of 1812, they ap-
proached the James Monroe administration (1817-
24) with a proposal to devise a joint declaration 
against feared interference by the Holy Alliance in 
the Western Hemisphere. At the time, Great Britain 
was the preeminent global power, while the United 
States was little more than a “second-ring show in 
the high-strung Atlantic circus,” in the words of his-
torian Caitlin Fitz.

Monroe wanted to cooperate with Great Britain. 

But his more wary secretary of state, John Quincy 
Adams, ultimately won out. Adams argued that go-
ing alone would allow the United States to raise its 
own credibility as a regional power while avoiding 
appearing to be a mere lackey of Great Britain. As he 
wrote to his boss, “It would be more candid as well 
as more dignifi ed to avow our principles explicitly to 
Russia and France, than to come in as a cockboat in 
the wake of the British man-of-war.”

The Monroe Doctrine was the result. Presented 
to Congress on December 2, 1823, it was a sweeping, 
bold declaration calling for a hemisphere free of Eu-
ropean interference. It pledged U.S. noninterven-
tion in the Old World and affi  rmed the United States 
would view European attacks on its hemispheric 
neighbors as aggression against itself.

In making this announcement, the United States 
was unilaterally telling its European counterparts 
that Washington now considered the Western Hemi-
sphere what came to be called its strategic “back-
yard.” But there was a second—these days often 
overlooked—tenet of the Monroe Doctrine: an em-
phasis on republicanism, as opposed to monarchical 
forms of government in the region (although the U.S. 
did acknowledge the independence of Brazil, headed 
by Emperor Pedro I, in 1824).

The doctrine represented the beginnings of the 
United States’ often proprietary relationship with 
Latin America. But it’s worth noting that at the time 
of its announcement, the Monroe Doctrine was more 
of a symbolic display than one showcasing military 

THE LONG VIEW

“England and the United States protect us. These two nations, 
which form today the only two powers in the world, will not permit 
that help be given to Spain.”—Simón Bolívar

1824

WIKIMEDIA
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“England and the United States protect us. These two nations, 
which form today the only two powers in the world, will not permit 
that help be given to Spain.”—Simón Bolívar
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This 1941 postcard depicts Uncle Sam throttling a caricature of South America. In the 1930s and 
into World War II, U.S. policy toward Latin America took another pivot. 
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might. The U.S. lacked the ability to enforce Mon-
roe’s stated goals. Despite the fi erce reputation the 
doctrine would gain in future decades and centuries, 
the pronouncement did not prevent European moves 
violating Monroe’s warning—such as the British an-
nexation, in 1833, of the Falkland Islands (which Ar-
gentina refers to as the Malvinas), Spain’s reassertion 
of colonial control in Santo Domingo (today’s Domin-
ican Republic) in 1861, or, most famously, Napoleon 
III’s bold gambit to establish a French puppet regime 
in Mexico during the U.S. Civil War. Until very late in 
the 19th century the United States was busy becom-
ing the master of its own continental territory, fo-
cusing on its westward expansion to the Pacifi c Coast.

From today’s perspective, it may come as a sur-
prise that many Latin Americans were supportive of 
Monroe’s defiant declaration bolstering their pre-
carious independence. Colombian Vice President 
Francisco de Paula Santander described how “this 
policy, consolatory to human nature, would secure 
to Colombia a powerful ally should its independence 
and liberty be menaced by the Allied powers.” Simón 
Bolívar himself wrote that “England and the United 
States protect us. These two nations, which form to-
day the only two powers in the world, will not permit 
that help be given to Spain.” And both Chile and Ar-
gentina expressed gratitude to the United States for 
positioning them beyond the reach of Europe.

The doctrine evolves

At the t􀣷􀣷􀣷􀣷􀣷􀣷􀣷􀣷􀣷the 20th cent􀣷􀣷􀣷􀣷􀣷, Eu-
ropean meddling prompted a tweak to the 
doctrine’s original focus on protecting inde-

pendence and democracy. In 1902, British, Italian and 
German gunboats stalked the Venezuelan coast after 
Caracas ceased paying its foreign debts. This helped 
prompt President Theodore Roosevelt’s (1901-09) 
sharp announcement in 1904 that the United States 
had the right and responsibility as an “international 
police power” to curb “chronic wrongdoing”—that 
is, “fl agrant cases” of fi scal insolvency and civil un-
rest in the region.

While the original doctrine was about global 
powers staying out of Latin American a􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜
Washington—far more global a power in 1904 than 
1823—was now proclaiming its right to go in. Over 
the next two decades, American troops landed in the 
Dominican Republic, Haiti and Nicaragua, among 
other countries. The gloves were o􀍜􀍜􀍜􀍜

But in the 1930s and into the World War II era, U.S. 
policy toward the region took another pivot—and 
so does our understanding of the Monroe Doctrine’s 
legacy. President Franklin Roosevelt embraced con-
sultation and cooperation over gunboats and U.S. 
marines with his Good Neighbor Policy, accepting 
the principle of non-intervention at the Montevideo 
Conference of 1933.

THE LONG VIEW

LIBRARY OF CONGRESS/WIKIMEDIA ; UNITED STATES DEPARTMENT OF STATE/WIKIMEDIA

“The era of the Monroe Doctrine is over.”
—U.S. Secretary of State John Kerry

2013

“The United States is practically sovereign on this continent, 
and its fi at is law upon the subjects to which it confi nes its 
interposition.”—U.S. Secretary of State Richard Olney

1895
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The creation of the Rio Pact in 1947 appeared to 
make the Monroe Doctrine multilateral, transfer-
ring the responsibility for defense from the United 
States to all 19 signatories. With the ensuing cre-
ation of the Organization of American States in 1948, 
Theodore Roosevelt’s pugilistic version of the Mon-
roe Doctrine would often seem obsolete in ensuing 
years. The John F. Kennedy administration invoked 
the Rio Pact, not the Monroe Doctrine, during the 1962 
Cuban Missile Crisis. Similarly, President Johnson’s 
major policy speech outlining intervention in the Do-
minican Republic in 1965 also omitted any reference 
to the Monroe Doctrine.

A confusing legacy

Even as the monroe doctrine receded from 
prominence in official U.S. policy, it gained 
ground during the fraught Cold War as a 

catchphrase employed in both liberal and conserva-
tive accounts of U.S. regional policy. Legions of lib-
eral critics in the U.S., and those in countries on the 
receiving end of perceived yanqui empire, equated 
the doctrine with heavy-handed, paternalistic and 
even racist U.S. policy in the hemisphere.

As international communism became the new en-
emy and violator of the Monroe Doctrine, unilateral 
intervention by the U.S. was the response. In a period 
marked by both the perception and the reality of U.S. 
involvement in coups, cia intrigue and botched mil-
itary interventions, the doctrine was understood by 
many in the U.S. and Latin America alike as a ratio-
nale for such action. Even if the doctrine was not al-
ways officially invoked during the Cold War, actions 
are louder than words. The Pan-American defense 
doctrine was relegated to a back seat as the United 
States took the fight against international commu-
nism into its own hands.

Venezuelan President Nicolás Maduro, left, greets Russian President Vladimir Putin in 2017. 
Meetings like this one continue to prompt some U.S. foreign-policy hawks to complain of viola-

tions to the Monroe Doctrine.

MIKHAIL SVETLOV/GETTY
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Over the years, many have pronounced the Mon-
roe Doctrine dead. Writing in the late 1990s, diplo-
matic historian Gaddis Smith wrote that the end of 
the Cold War marked the end of the Monroe Doctrine. 
Others have argued that it perished with the multi-
lateralism in the lead-up to and after World War II.

But the confusion has not ceased: Well into the 
21st century, policymakers and politicians continue 
to invoke what is now an unhelpful, even counter-
productive term. On the American right, the Monroe 
Doctrine is shorthand for an unapologetically hawk-
ish approach to the U.S. sphere of infl uence, one that 
sees non-hemispheric activity, whether from Ger-
many in the early 1900s, to Russia and China today, 
as axiomatically malevolent and requiring a stern U.S. 
response. In this perspective, the doctrine is a more 
pragmatic, realpolitik refl ection of relative power 
dynamics, as opposed to any specifi c endorsement 
of unilateral regime change.

The problem is that the Monroe Doctrine has been 
overused and misunderstood to the point of meaning-
lessness; it is one of those phrases, like globalization 
or neoliberalism, that means all things to all people. 
Perceived moves by Beĳ ing in the region? Nicolás Mad-
uro’s regime cozying up to Moscow? Conservatives 
refl exively howl that the Monroe Doctrine has been 
breached. Liberals criticize ever-abiding U.S. imperi-
alism. The result is an overriding legacy of confusion.

Perhaps rather than a binary focus—asking 

whether the doctrine is obsolete, or alive and well—
it is more helpful to ask which version of the doc-
trine will mark the century to come. Will it represent 
new emphasis on supporting democracy? Or will pol-
icy revert to the unilateral heavy-handedness of the 
turn of the 20th century?

The United States will always view its near abroad 
di􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜􀍜
not to say that the U.S. has the ability or desire to 
unilaterally intervene in the hemisphere the way it 
did a century ago. Today, Latin American countries 
have agency and strength that they lacked in 1823. At 
the same time, most Latin Americans now view the 
doctrine as synonymous with U.S. unilateralism. In 
this sense, the doctrine is at once irrelevant, confus-
ing and potentially damaging to U.S. relations with 
the region.

The changing nature of hemispheric dynamics 
have left the Monroe Doctrine behind: The best thing 
that could happen to its legacy is for it to recede into 
the past.

Britta Crandall is a professor of the practice 
of political economy at Davidson College.
Russell Crandall is a professor of Latin American 
studies at Davidson College. This essay is adapted 
from the authors’ recent book “Our Hemisphere”?: 
The United States in Latin America, 1776 to the 21st 
Century, available from Yale University Press.

THE LONG VIEW

SHEALAH CRAIGHEAD/WIKIMEDIA; LOPEZOBRADOR.ORG.MX

“It is no longer the time for a policy of America for Americans, 
of the Monroe Doctrine. You have to respect countries’ freedom
and independence.”—Mexican President Andrés Manuel López Obrador

2023

“It has been the formal policy of our country since President Monroe 
that we reject the interference of foreign nations in this 
hemisphere and in our own affairs.” —U.S. President Donald Trump

2018
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A defining trend of the last year is the fluidity of global 
supply chains. Companies are on the move, driven by the 
memory of COVID-19 disruptions, seismic shifts in de-

mand and supply, demographic changes and, increasingly, geopolitics. 
Latin America’s economies have yet to take full advantage of this dyna-
mism. To do so, they will need to find a way to work together before the 
window of opportunity closes.

For the 25 years leading up to the pandemic, McKinsey calculates that 
less than 2% of global supply chains moved to a different country. This 
stickiness reflects the business maxim that if it isn’t broken, don’t fix it. 
Yet today corporations are becoming untethered, and more boards of di-
rectors and CEOs contemplate significant shifts in their global footprints.

Some of this itinerant money is making its way to the Western Hemi-
sphere. Mexico holds the pole position due to its geographic location, the 
USMCA trade and investment deal, and its inclusion in the U.S. Inflation 
Reduction Act, which allocates hundreds of billions of dollars in subsidies 
to create North American electric vehicle and renewable supply chains.

As a result, and despite many less than business-friendly policies from 
President Andrés Manuel López Obrador’s administration, industrial 
parks along the border are full and commercial real estate vacancy rates 
hover at a low 5% nationally. The last quarter was a banner one for for-
eign direct investment (FDI), led by autos and electronics. Recent growth, 

The Window 
Is Still Open for 
Latin America
A year after AQ’s special report,  
a look at what’s still needed to make 
nearshoring work for the region

by Shannon K. O’Neil

ONE YEAR LATER
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too, has surprised analysts on the upside, with GDP 
expectations now above 2% for 2023.

But these investment flows resemble more a 
stream than a tsunami. To put it into perspective, 
foreign investment is back to its pre-COVID-19 lev-
els, coming in around $40 billion annually. And Mex-
ico’s global investment share is holding steady at just 
2% to 3% of international flows, despite being the 15th 
largest economy in the world. It has maintained, not 
gained, market share as global supply chains are on 
the move.

Brazil, too, has seen investment inflows—China’s 
BYD, which is on a path to become the world’s largest 
electric vehicle maker, purchased an old Ford plant 
to kick off its South American car production. More 
money is flowing into energy, agriculture and min-
ing. Overall, the tenth largest economy in the world 
attracts just 3% of global FDI and has struggled to 
keep that pace. As for Chile, Colombia, Peru and Ar-
gentina, political uncertainties have tempered finan-
cial interest, flatlining foreign investment to less than 
3% of the global pie.

In contrast, hundreds of billions are pouring into 
Vietnam, Singapore and Indonesia. Southeast Asia 
now captures more than 10% of global FDI, much of 
it driven by new manufacturing capacity.

One of Southeast Asia’s advantages over Latin 
America has been its incorporation into regional sup-
ply chains. Trade between these nations and with the 
manufacturing powerhouses of East Asia has grown 
to some 63 cents out of every dollar. And the ratifi-
cation of Regional Comprehensive Economic Part-
nership, a free trade deal among the 15 members, 
promises to accelerate these ties.

By contrast, in Latin America regional trade re-
mains limited. The Inter-American Development Bank 
calculates that less than 15% of exports stay within 
the region. Investment does not fare much better: 
less than 10% stays in the region.

Regionalism in Latin America has gotten a rhetor-
ical boost this last year. Brazilian President Luiz In-
ácio Lula da Silva kicked off his new term resurrecting 

UNASUR, the Union of South American Nations, and 
CELAC, the Community of Latin American and Carib-
bean States, two main regional confabs that had gone 
all but dormant in recent years. The leaders of Colom-
bia, Argentina and Chile have joined him in his efforts.

But less has happened. At UNASUR’s first summit, 
Lula’s embrace of Venezuela’s authoritarian leader 
Nicolás Maduro overshadowed the commercial inte-
gration efforts on the agenda. Meanwhile, Chile, Co-
lombia, Mexico and Peru have all but forgotten the 
Pacific Alliance, a decade-old free trade agreement. 
The Mercosur deal with the EU, which is expected to 
boost regional production alongside cross-Atlantic 
traffic, is still on ice in Brussels.

Latin American nations should not turn away from 
the United States and their privileged positions vis-à-
vis the world’s largest consumer market. Due to free 
trade agreements with the U.S., a dozen nations can 
potentially tap into the hundreds of billions of dol-
lars in subsidies in the U.S. Inflation Reduction Act. 
Once the Americas Partnership for Economic Pros-
perity is developed, the 11 countries that have signed 
up with the U.S. may benefit from new financing and 
other support to help build out cross-border indus-
trial and commercial clusters.

The current supply chain reshuffle will not last all 
that long. History and basic economics show us that 
corporate footprints will again become sticky, their 
managers loath to upend profitable operations. Gov-
ernments still have work to do at home. They need to 
invest in infrastructure, streamline policies to lower 
the costs of logistics, improve educational opportu-
nities to diminish significant skills gaps, and more 
generally take steps to improve the business envi-
ronment. Finally, to attract international money and 
production, regionalization is vital, as it can create 
economies of scale no nation, however well-run, can 
achieve alone. 

O’Neil is a vice president, deputy director of studies 
and senior fellow for Latin America Studies at the 
Council on Foreign Relations.
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One of the most tragic, murderous chapters in Latin Amer-
ica’s modern history gave rise to arguably its most successful 
economic experiment. This difficult truth is the subject of Se-

bastián Edwards’ new book, The Chile Project: The Story of the Chicago 
Boys and the Downfall of Neoliberalism. As the title suggests, Edwards 
tries to not only reckon with the legacy of Augusto Pinochet’s 1973 coup, 
but also connect it to policy debates still raging today in Chile and indeed 
throughout the Western world. It’s an emotionally charged, fraught task, 
one at which the book largely succeeds—with one unfortunate exception.

The Chicago Boys of the book’s title were a shifting group of young 
Chilean economists, many (though not all) of whom graduated from 
the University of Chicago and were disciples of the free-market guru 
Milton Friedman, whose 1975 visit to Santiago seems to have decisively 
convinced Pinochet to put the “boys” in charge of the economy. It is fas-
cinating, and revealing about today’s politics in Chile and elsewhere, 
that none of the Chicago Boys whom Edwards interviewed for his book 
self-identifies today as a “neoliberal,” describing their project as more 
socially minded than critics believed. But, terminology aside, there is no 
doubt that their agenda of privatizations, tariff cuts, deregulation and 
overall embrace of a business-friendly, free-trading model was unlike 
anything that had ever been tried in Latin America before.

That they did this during an era when Chilean dissidents were still be-
ing machine-gunned and thrown from helicopters into the sea is a stain 
that continues to haunt—and delegitimize—Latin American capital-
ism today. Early in the book, Edwards acknowledges the obvious: “Given 
the historical moment,” he writes, “a neoliberal revolution of this mag-
nitude could not have been possible under a democratic regime.” That 

Nonfiction
A realistic account of Chile’s tragic journey to economic 
success has one glaring weakness. 

Reviewed by Brian Winter
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doesn’t mean the reformers always had it easy: Na-
tionalist sectors of Chile’s military strongly resisted 
their efforts, suspecting they were giving away the 
country’s wealth to nefarious foreign interests; the 
notorious DINA secret police even ordered them fol-
lowed. But there’s no doubt the Pinochet regime’s re-
pression permitted “shock therapy,” holding the line 
even as unemployment soared beyond 25%, waiting 
for a more dynamic economy to take root. 

That payoff did eventually come—and how. To-
day’s Chile has a per capita income double that of 
Ecuador, and 40% higher than Costa Rica; the three 
countries were peers in the 1980s. Far from being 

“just” a story of GDP growth, or just the rich getting 
richer, Chile also has Latin America’s highest hu-
man development indices, and its second-lowest 
poverty rate, behind Uruguay. Much of this prog-
ress happened after democracy returned in 1990, but 
few disagree that the Chicago Boys’ policies laid the 
groundwork.

Of course, Edwards’ book comes out at a time 
when that legacy is being questioned; he is laudably 
direct and honest about flaws in the Chilean model, 
namely persistently severe inequality, that led to 
the 2019 protests and their (now uncertain) after-
math. Which is why it is such a disappointment that 
the author waits until near the end of the book to ask, 

“Did the Chicago Boys know about human rights vi-
olations?” and then dedicates barely three pages to 
the answer, lamely concluding: “We will never know 
for sure the facts on these thorny issues.” This is not 
just a matter of historical record; the question of 
whether and how Latin America’s economies can be 
effectively reformed under democracy is as relevant 
as ever in today’s context of stagnation and renewed 
social unrest. Edwards’ book suggests, in both its 
brilliance and its shortcomings, that the answer re-
mains sadly elusive. 

Winter is editor-in-chief of AQ

Fiction
A new novel puts on display how, in a changing 
Lima, the wealthy are not spared loneliness 
and isolation in old age.
 
Reviewed by Andrea Moncada

“IN truth, chIckeNs face a better death than humans,” sighs Jack 
Harrison, one of the characters in Cien cuyes, the latest novel by 
Peruvian writer Gustavo Rodríguez.

In its pages, Rodríguez explores the indifference that modern Peruvian 
society displays toward its elderly population, presented as shadows of 
an antiquated past. The novel centers on Eufrasia Vela, a woman from a 
working-class Lima neighborhood, who earns a living taking care of the 
city’s upper-class elderly.

As the novel begins, Eufrasia works for Doña Carmen, a widow who lives 
alone in her apartment in the wealthy district of Miraflores. She meets an-
other resident in the building—Jack Harrison, a retired doctor suffering 
from the consequences of a stroke—and later takes a post as an assistant 

Cien cuyes

By Gustavo Rodríguez
Alfaguara
Paperback
264 pages
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in a nearby nursing home, looking after seven seniors.
Eufrasia’s kindness and tenderness towards her 

charges is juxtaposed with the fact that, despite their 
status as rich limeños, they have all been more or less 
left behind, either by their families, by their waning 
health, or simply by the passage of time. Their lives 
serve as indication that, while the process of grow-
ing old in Latin America is shaped by one’s socioeco-
nomic status, privilege does not necessarily shield the 
elderly from loneliness or solitude.

In fact, privilege can deepen isolation. According to 
national data, Miraflores has the highest number of 
people over 70 living alone in all of Lima. Rodríguez 
alludes to this reality: Very few people aside from Eu-
frasia visit these elders. Doña Carmen and Harrison’s 
respective children live abroad, and the rest are child-
less and have no relation with their extended family. 
Only money ensures they are cared for. That is not the 
case for Eufrasia. “Who was going to take care of me in 
my old age? You can pay for that, but we the poor need 
our children,” says Eufrasia to Harrison, explaining her 
decision to have a child years previously.

Eufrasia’s own life story illustrates how the Lima 
her octogenarian charges know best is a city that 
no longer exists. She is from Simbal, a village in the 
northern Peruvian region of La Libertad, and moved 
to Lima in her youth with her sister in search for work. 
Her story is shared by millions of Peruvians who mi-
grated from their cities and towns to Lima in two 
massive waves, first in the 1950s and then in the ’70s 

and ’80s, settling in the city’s outskirts and forever 
changing the cultural and racial composition of the 
capital, a process described as “popular overflow” by 
the anthropologist José Matos Mar. All of the seniors 
can remember a time when Lima was dominated by 
a white traditional class and was far less fast-paced, 
filled with large residential homes instead of tall con-
crete buildings, trams instead of cars.

That Lima is now only a memory that lives within 
them, the memory of “a less threatening city” that 
they will take with them on their final adventure. Each 
one, starting with Doña Carmen, comes to the deci-
sion that it is no longer worth living when the world 
they knew is long gone. The indifference that modern 
society directs at them is a corollary of the triumph 
of the new Lima—which Eufrasia belongs to—as a 
melting pot of Andean and Amazonian idiosyncra-
sies and customs. Traditional limeños no longer rule 
as they once did.

But rather than resigning themselves to their in-
evitable passing, these elders find in Eufrasia an ally, 
someone to help them take back control of their lives 
in a final act of defiance. As Doña Pollo, who lives in 
the nursing home, puts it: “It is better to burn out than 
to slowly fade away.” In Cien cuyes, Eufrasia serves as 
a bridge between the two Limas, helping one make 
room for the other. 

Moncada is a Peruvian analyst and 
journalist based in the UK
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On the eve of the Ukraine war, queer Cuban migrants 
to Russia grapple with hard choices, cultural gaps and 
geopolitical upheaval.
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Calls from Moscow 
(Llamadas desde 
Moscú)

Directed by  
Luis Alejandro Yero
Screenplay by  
Luis Alejandro Yero
Distributed by  
Cosmic Productions and 
Cuarto Oscuro Cine
Cuba, Germany  
and Norway
Starring Dariel Díaz, 
Daryl Acuña, Juan Carlos 
Calderón and Eldis Botta

F or the protagonists of Luis Alejandro Yero’s Calls from Mos-
cow, the Russian capital was a place of intense silence and isola-
tion on the eve of the invasion of Ukraine: almost a ghost town.

“Here nothing happens,” says one of the four Cubans, recently exiled 
queer men, who form the focus of this bold first feature film, shot just 
weeks before the start of the war.

Undocumented, unable to speak Russian and facing the brunt of the 
Kremlin’s anti-lgbtq laws, the men’s decision to abandon their homes 
lays bare Cubans’ desperate search for a more promising future.

Dariel, Daryl, Juan Carlos and Eldis live in spare, furnished apart-
ments high enough above the ground to block out any noise from the 
city below. Yero trails the daily experiences of his uprooted compatriots 
as they pass their days between precarious work—construction gigs, 
call center stints—and seemingly uninterrupted phone use. They lip-
sync on TikTok and keep up with the news back home. They also talk: 
Conversations with bosses, clients and, of course, loved ones fill the air 
of an otherwise silent Moscow.

Wide shots of huge Soviet-era plazas, snowy train tracks and con-
crete parking lots, all devoid of people, contrast with a Caribbean Span-
ish typically reminiscent of party and dance. On the phone, the men pass 
through waves of intimacy, nostalgia and dejection. “Of course I’m not 
happy,” Juan Carlos tells Yero. “But it was tougher to live in Cuba, un-
fortunately.” At least from Russia, he can help his mother, brother and 
other close family “in one way or another.”

The degree of misery in Cuba would be hard to overstate. In the sum-
mer of 2021, persistent food and medicine shortages led to the largest 
anti-government street protests since the 1990s. According to U.S. Cus-
toms and Border Protection data, more than 224,000 Cubans—nearly 
2% of the country’s population—migrated to the United States in 2022 
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Migrants trade one single-party authoritarian state for another in Luis Alejandro Yero’s feature film debut.

COURTESY OF LUIS ALEJANDRO YERO

alone. News outlets worldwide qualified the exodus 
as the largest “since Fidel Castro rose to power.” This 
year might even break the record again, as roughly 
135,000 Cubans have already crossed the U.S. border.

The war in Ukraine only intensified the island’s 
problems. High gasoline and diesel prices have con-
tributed to more blackouts, and the tourism indus-
try, once heavily reliant on Russians, has continued 
to drop from pre-pandemic levels. Yet the Cubans in 
Calls from Moscow, though geographically closer to 
the conflict than their family and friends, seem obliv-
ious to its cascading consequences. “Everything is 
normal. The streets are quiet,” Juan Carlos explains. 
“In the beginning, the youth demonstrated” in the 
streets, but the “police [kicked] the shit out of them, 
took some prisoners, and that was finished.” In defer-
ence to Russia, the Cuban government—previously 
given to friendly relations with Ukraine—has tried 

to stifle any bad press connected to the war. But the 
irony of an anti-imperialist country supporting the 
annexation of sovereign land can be lost on no one.

Was leaving home ultimately worth it? This ques-
tion suggests itself again and again throughout Ye-
ro’s Calls from Moscow. The four men traded great 
material lack for a grueling semblance of security. 
They moved from one single-party authoritarian 
state to another—and in the process, they gave up 
boundless sunshine for endless snow. Perhaps most 
painfully, they compromised deep, personal relation-
ships and replaced them with incomparably poorer 
digital counterparts. “Cuba is the Russians’ Hawaii,” 
Dariel jokes. Yet a tropical paradise never seemed 
less appealing. 

Alvarado is a writer and former 
assistant editor at The Atlantic
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E arlier this year, I spent time in Cuba teaching music at the 
Colegio Universitario San Gerónimo in downtown Havana. My 
visit coincided with the awards ceremonies for Cubadisco 2023, 

the annual celebration of the country’s record industry, similar to the 
Grammys in the U.S. or the Prêmio da Música Brasileira in Brazil.

Cubadisco was founded in 1997 and gives awards in 30 categories to 
Cuban musicians and a handful of international awards each year. This 
year, the main gala, hosted in the beautiful Teatro Nacional de Cuba, 
was broadcast on national TV with the usual pageantry, a succession 
of guest hosts and killer musical interludes by some nominees.

A hotbed of excellent musicians and innovation for over a century, 
Cuba’s musical traditions are always present—son and salsa, the big 
band sounds of the 1950s, the post-revolutionary trova movement, 
and the older Afro-Cuban musical and ritual genres like the rumba. 
This year’s nominees, performers and honorees, like Cuban musi-
cians of all styles, constantly negotiate how they will approach those 
inescapable traditions and make them significant for themselves and 
their audiences.

Producer Alejandro Pérez invited three young artists to create the 
album Vitrola Cuban Mix, nominated in the “Covers” category, a proj-
ect that aims to bring all-time classics to younger generations. The 
project’s three singers, Gabi Herrera, Lemuell and Daniell, tried the 
idea by picking one song each. Opening the album—and the Cubadisco 
festivities—is the hard-hitting “Yiri yiri bon,” an Afro-Cuban mambo, 
popularized by Beny Moré in 1971, that fascinated Daniell. A sample of 
Moré opens the track as an homage to the legendary singer, but the new 
version quickly turns contemporary with a driving salsa dura beat and 
vocal samples. Later, Gabi Herrera takes Miguel Matamoros’ 1931 clas-
sic son-bolero “Lágrimas negras” on a stylistic journey from pop to a 
driving montuno after moments of scat and a rocking solo. The song 

Music
AQ’s Summer Playlist
Highlights from Cuba’s music awards show 
how inescapable traditions are constantly 
made new—and lively.

by Sebastián Zubieta

Cultura

Vitrola Cuban Mix

by Gabi Herrera,
Lemuell and Daniell 

Sueños

by Rumba Timba

Cuando me besas

by Wil Campa

AQ0323_CULT_MUSIC_LAY12_KODI.indd   86AQ0323_CULT_MUSIC_LAY12_KODI.indd   86 6/26/23   2:14 PM6/26/23   2:14 PM



86   Americas Quarterly • ISSUE 3, 2023    

E arlier this year, I spent time in Cuba teaching music at the 
Colegio Universitario San Gerónimo in downtown Havana. My 
visit coincided with the awards ceremonies for Cubadisco 2023, 

the annual celebration of the country’s record industry, similar to the 
Grammys in the U.S. or the Prêmio da Música Brasileira in Brazil.

Cubadisco was founded in 1997 and gives awards in 30 categories to 
Cuban musicians and a handful of international awards each year. This 
year, the main gala, hosted in the beautiful Teatro Nacional de Cuba, 
was broadcast on national TV with the usual pageantry, a succession 
of guest hosts and killer musical interludes by some nominees.

A hotbed of excellent musicians and innovation for over a century, 
Cuba’s musical traditions are always present—son and salsa, the big 
band sounds of the 1950s, the post-revolutionary trova movement, 
and the older Afro-Cuban musical and ritual genres like the rumba. 
This year’s nominees, performers and honorees, like Cuban musi-
cians of all styles, constantly negotiate how they will approach those 
inescapable traditions and make them significant for themselves and 
their audiences.

Producer Alejandro Pérez invited three young artists to create the 
album Vitrola Cuban Mix, nominated in the “Covers” category, a proj-
ect that aims to bring all-time classics to younger generations. The 
project’s three singers, Gabi Herrera, Lemuell and Daniell, tried the 
idea by picking one song each. Opening the album—and the Cubadisco 
festivities—is the hard-hitting “Yiri yiri bon,” an Afro-Cuban mambo, 
popularized by Beny Moré in 1971, that fascinated Daniell. A sample of 
Moré opens the track as an homage to the legendary singer, but the new 
version quickly turns contemporary with a driving salsa dura beat and 
vocal samples. Later, Gabi Herrera takes Miguel Matamoros’ 1931 clas-
sic son-bolero “Lágrimas negras” on a stylistic journey from pop to a 
driving montuno after moments of scat and a rocking solo. The song 

Music
AQ’s Summer Playlist
Highlights from Cuba’s music awards show 
how inescapable traditions are constantly 
made new—and lively.

by Sebastián Zubieta

Cultura

Vitrola Cuban Mix

by Gabi Herrera,
Lemuell and Daniell 

Sueños

by Rumba Timba

Cuando me besas

by Wil Campa

AQ0323_CULT_MUSIC_LAY12_KODI.indd   86AQ0323_CULT_MUSIC_LAY12_KODI.indd   86 6/26/23   2:14 PM6/26/23   2:14 PM

ISSUE 3, 2023 • Americas Quarterly   87

was already a hybrid when first recorded by Trío 
Matamoros, so this style-hopping version isn’t so far 
from the original. The resulting album, eventually 
expanded to a dozen old-time hits and one original 
composition, bridges the divide between traditional 
music and young musicians and audiences.

Born in Pinar del Río, Wil Campa, another award 
winner, has been cultivating an eclectic and pol-
ished party sound for decades. “Cuando me besas,” 
a single released in 2022, has all the ingredients of a 
summer anthem: a slower, synth-pop opening that 
could easily (but doesn’t) turn into a syrupy stream 
of sentimentality, interrupted by a steamroller of a 
merengue groove complete with crisp clarinets and 
soaring brass, and an appropriately carpe diem party 
chorus that invites us to drink “tequila con cerveza, 
a volarnos la cabeza” and would not be out of place 
in a World Cup celebration.

Rumba Timba, nominated for their first album, 
Sueños, is a young ensemble founded by Diosdado 
Einer “Figurín” Ramos that plays rumba—the tradi-

tional Afro-Cuban musical and dance style that orig-
inated in Havana and Matanzas in the 19th century. 
The traditional sound of rumba groups is focused on 
percussion and voices in a call-and-response style, 
where a soloist sings short fragments in alternation 
with a chorus that repeats a refrain over the per-
cussion’s ever-shifting rhythmic background. Fig-
urín’s original “Olvidar y vivir” keeps the voices and 
percussion, unlike other tracks in the album that in-
corporate pianos or brass instruments, but the re-
lationship between soloist and chorus is radically 
shifted. A wordless melody, sung by the soloist and 
repeated by the chorus, serves as an introduction to 
an extended melody that would be at home in any 
son band. The chorus returns with the first melody 
and the two forces eventually settle on a call-and-
response texture for the end of the track. The per-
cussion responds to the voices in fresh ways that 
always surprise.    

Zubieta is music director at Americas Society

CUBAN MINISTRY OF CULTURE/YOUTUBE

Lemuell reinterprets the Cuban standard “La Negra Tomasa” on the album Vitrola Cuban Mix.
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In the heart of Panama City’s historic Casco Viejo district lies a 
tiny museum dedicated to the history and cultural importance of the 
mola. This intricate and vibrant handmade textile is part of the Guna 

Yala woman’s traditional dress and dates back to the 19th century. Today, 
it is a tie that binds together their culture, history, language and economy, 
as the Guna Yala face a new trial—becoming one of the first native com-
munities in Latin America to be forced to relocate due to climate change.

The Guna Yala people originate from northwest Colombia and Pan-
ama’s Darién province. Conflict with other Indigenous groups between 
1850 and 1890 forced most Gunas to migrate westward to the San Blas 
Islands, an archipelago off the north coast of Panama. There, the Gunas 
gained access to industrial products such as fabric, thread, needles and 
scissors. Women began transferring the traditional geometric designs 
that they painted on their bodies onto cloth.

Guna women spend approximately 60 hours making one mola, sew-
ing together up to seven layers of multicolored fabric. An intricate de-
sign—either a geometric pattern or an element of nature, such as a bird 
or flower—is then revealed by cutting out parts of each layer, in what’s 
known as a reverse appliqué technique. According to Guna traditional 
beliefs, the resulting three-dimensional effects merge reality and the su-
pernatural, protecting the women who wear the garments.

More than 200 molas are exhibited in the Museo de la Mola, opened in 
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In the heart of Panama City’s historic Casco Viejo district lies a 
tiny museum dedicated to the history and cultural importance of the 
mola. This intricate and vibrant handmade textile is part of the Guna 

Yala woman’s traditional dress and dates back to the 19th century. Today, 
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Guna women use a reverse 
appliqué technique to 
create intricately  
designed molas.
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represent a significant source of income for communities that otherwise 
depend on handicrafts, fishing, tourism and trade. But as sea levels rise in 
the low-elevation Caribbean archipelago, Guna livelihoods have come un-
der threat. This year, the Panamanian government has put a plan in place 
to relocate 300 families from Gardí Subdug, or Crab Island, to a housing 
complex on the mainland, just a 15-minute boat ride from the island.

Between 1907 and 2000, sea level rise on the San Blas archipelago aver-
aged 2.0 millimeters annually. Now the rate has risen to 3.5. By 2050, sci-
entists predict, the islands will be completely underwater.

Though they will have the chance to own land on the mainland, Gunas 
fear their ethnic and cultural identities will not be preserved once they are 
living in the bland housing complex with rows and rows of identical houses. 
And rightly so. They’ve lived on the Caribbean islands for centuries, enjoy-
ing autonomous jurisdiction over them since 1925, when the Guna Rev-
olution took place. The revolution was in response to failed attempts by 
the Panamanian government to strip away the communities’ cultures and 
traditions through assimilation, including preventing Guna women from 
wearing their traditional dress. Gunas resisted, rising up against the Pan-
amanian police and government in a three-day uprising that resulted in 27 
deaths. A peace agreement mediated by the United States guaranteed re-
spect for the Gunas’ traditions and culture.

On the mainland, Gunas will also need to diversify their economy away 
from fishing and trade. Faced with this new reality, molas will continue to 
serve as a source of income and, perhaps more importantly, a way of keep-
ing the Guna culture and traditions alive. For Gunas, molas are a form of 
writing. On fabric, Guna women portray the peoples’ reality. As one descrip-
tion on the walls of the Museo de la Mola puts it, “By creating molas, the 
Guna woman writes down her community’s worldview and history, pre-
serving them forever.” 

Guevara is a policy analyst and a legislative advisor in the National 
Assembly of Panama
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More than 200 molas are on display in the Museo de la Mola.
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China’s direct investment in Latin America reached $12 billion in 2022, far below the levels seen between 
2015-19. Raw materials sectors still lead, but investments towards sevices and domestic markets have 
steadly increased.

SOURCES: GDP growth forecasts, infl ation rate, unemployment rate, government defi cit as percentage of GDP: Bloomberg (June); Guatemala GDP 
and infl ation: IMF (April ); Dominican Republic and Ecuador unemployment: IMF (April ); Chinese outward foreign direct investment: Red Académica 
de América Latina y el Caribe sobre China (2023).                                                                                                                                              
NOTE: Figures rounded to one decimal place.

PRESIDENTIAL APPROVAL: Argentina, Zuban Córdoba (June); Brazil: Genial/Quaest (June), Chile, Plaza Pública Cadem (June); Colombia, Invamer 
(May), Dominican Republic, Ecuador, Guatemala and Venezuela, CID Gallup (May-June); Mexico, El Financiero (May); Peru, Ipsos (June). 
NOTE: Figures rounded to nearest percentage.
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